PN RPN 1] pewe

ot il dbionlly

(ol g laasags Jo j0 A s Bl oedd sl Cuoglie ol Glaal 5l (S e 8 4 laagags bos
Oy Jloo 4y a5 adl \Lis L Sldlae .o ls adaco b g aiadan e 10 9 dio g, ¢ sode  Slallae 4 LS

ol 380 wlaie e slo Jdow ¢ DL @ o3lasl 51 o i3 lo 5l il lage jo (et i Buas 4
S 5 ol ole W 18 suSin sl oS ol SwalST Glbl 5l g acwbicis 1) Sl slacusgame s
Sloxwl 5 Ceoglin din) jo diedan g 4l LELe Oldllas ol Sen sl (oo 45 g 05l Bk 1) Cuglin ag>

255y Lol 8 e o



*
w
B ossaasit

S ClS 4O (5 guaD (g 9B

038 > 40 <y Wilolw jf odliiw! (Sgis> g (8 Sl (wy 9



*
w
B ossaasit

el 00gy ool Gldes jo egiian hgn 3l 00 ,mS colaiul sladiges i 3l G aald o) S Y VY L8]
593 1, 818l 6 S Bas g olwlis anl,d o ieS (Lavender) ,uigY a pgwgo slaileln 5,5 54 b sl ol (25
G JJGA u,u)‘b)) ‘) 6)43_.4) 9 g5‘4’[.»4)‘ c‘;l&o 6L¢:oolo 0y ua.o;..u.u 9 LSD-A_A.AJLQ Ls)jéla )l 6)5%-9‘4 L| Slols u.!‘ KLY

S ader Jles ! Slaal 51 a8

Moz 51 55l 900,5 ololis 1) "ogall Bua” Jlia laos jaigV « i Conds slaazin j0 45 amd o oLis la b )l55
2GS ememal g 1)8 10 pile alBloe » poghe jo ihe gahai ¢ oz Cpl el oo alol G ypd ol b Slge
Lan T cnl Gldail 5 Gludl Codgins (528 g climadol Culild o)l )0 (cuslisl poloin 9 095 g0 Coguaime « Six b

el 08,5 7 ylae (IHL) ailicns g0 i Jlollipo 558> Joo!

wada o oBails Y Jladliy dalgy 9 Co pae ) (655 ,Sigy (Emelie Andersin s yuil ol Ll faen yo
Ol gladilol oz ol Sldoe o Claal Gl (il g 03¢ ,0 " jaig¥" alal s 5l ooli ol flgie b glallas 5o
The Use of the ‘Lavender’ in Gaza and the Law of Targeting: » o 42> _aseid (5,5l8 g Soiman sigd (S S prouas
3l e r—an (oed sl Il cws ST ) 4 ai-Decision Support Systems and Facial Recognition Technology
gy dilels diged Jodow b allas cpl jo gl ol azls y Ko IS Jguol g THL) ailings pin Madl oo 92> Jlais
Al & 1) abwgs 2 Jlollorn Goi> ol Jomol (ntle 4 gl 5l (655 e Jll 385 o5 aa5 o0 (LS

Sgd oo ol slaas],8 o «(Accountability Gap) (s pdycadgiuse MY (5,5 ISE o ge 5 AS o
Sl JyS coge o oSl (8 slalks o Lsﬁo GGy e obailelu jleslaiul o Juol aliiis ¢ pasyail job @
pae l xdaw o)lgen a5 Wloals b SYleixl o Jow sl p baskles () .ol (6105 puomal 090 Cudlad 5 S50
ples (ollai e o)l pla Cod dr il oo Cualad pac (e 08 aiile ane )0 4T ALl0 ol e 093 L) Coalad
SlaS s colol Gl as (rpdle (29,5 4 0l Gl SIS g Blad e (g lene daodls (6T gu (l p09 Rl 09

el pled - sellal Sldes o Glaal Gl gl wlfass Jgwol b ki 511 coan (o500 slaaibolis oy jail Hlais

ol Blaal lee WS oo pile | lacdss Jol ol cwnl slas jo ples Jol b (5,5l jabay ja5g¥ ailobes ¢ il o
Sl b, Vsl 4 | 3l Sl cglolome 6,53, (6 Lol (glagSIl 5 11 L LuiqY Lol g BB 3ples colli e
e 05,5 Sy glael b olo yajs, slo)lid ) g )lol el S &y L sl (Son (608 09zl iz 50 el 00l
a5 Sl gl e 35S By o5 a5 e ST ] g sindis 5,0 Ban e 4
ol ol g B (laslone (25,5 Bpo Sl s (e Salpd e 53 €(p9: S 3KaD pophn 390 n

el 03,8 a1y les ool 5 0352 o 311y (allsi e 5 (allss Buam loe 550 Slae jigY 3 Shac o,

o989l glad o ST 85 5l (ellas e & jlus g (el o e Gloe 0bsS e 4T el Jool ol oSS 5l e

I Governance and Global Affairs



*
ik I
Frpecam ¥

08 yos (il dy Ll 51 (6 5 Bue aeual 285 K0 o 4wl gludl g alate ailgiiy a8l cgo )l Kaleor

0950 OL..A )‘ «‘;y}‘ 4.;)"94\» c.)}a.f:

QY oole gllas ol 423 )3 )13 5 s jo ol ygalogsl b aS Wils oo Jouol o igolin 5l 5 1) blosl Juol syl
Soeg el Gliebl ln 1) (Ko ol (saled calos o 5l A wilidbge pladile 8 gi (gailysS Jol (Sl S5
ALY 5l S lawgie jaba Ban o b5l les aigY wlelw jo Lol aiss Sbul ol i Ol )Lz jials § Ban
S 5l Slged | 000s pl eyl il @Bl i oS ol B o 4y 00 S pea | Ll Ui g«
Sy bles! ol as 50,10 o Ll (GolEll cavy p e cpdile (29,5 B pdy A IS bles 4 aST wils e € guilegs]
Jo )bl Slawls b blidl S5 5 S e 0,150 paonal ¢ sedms iz 0 45 A8 oo jlaie gl 0 o

w‘ °"\'.‘!""°) JB‘..\} L @){?‘ U)UAJ 9 AW

1y 5398 5 B sl sl iy 53k oKz Gho 2 (oghmn g 39,9 45 A5 o WS 095 Satigez )0 (pma il
olBl Glp Gylpl & slaaibln i B Sl J S g s pdimog Cobld (udlas 99 (e 05l o (5590
(_go..\;%T A Cawd ot Liad o ,udl Jdos 0g snlgs> sxio wlde yo HaS g U O yimS § Jole asl ccdo

S kw0 il

o 4 036 o> 0 Eaman Sied bbb a5 ol ol cal ous a3 ls T4 5155 (nl )0 45 soges Egudge Lol
b olailles 1 eslaiul alosgs Judl ol (g015 (63luS b 4y ciduaeg i [ g5l I ise oSl (el 5l
3 gy ol sl l5Ld Jem S5l 18 e b so 5yle] sla e 4 ) byl Sl o)l (6 55 ol 45 ¢ jigY
ol il 48 5 S8 Uil slamn) oo 55 i bl 5188 el Ul puol € ooty 550! Sl poS (5 Lonod 51 o250 el
alyb o g (2 Sloe—al B o 1) wiopllss 098 s 5 (el Ol ez J7US B aad oo 0l 3 4 6 )lens

A ogl>

DLl L s a5 olfin gt e hiod (Bt 5 ol S5 g i S @ et sll 97 )lr i 0
ooy (5,5 g Kaibolo ool aiile s Cand (559L8 4 1) Codginn Wilgs oo (0 1S proual (B3 0 & 08 S
6L®=\.1Y 5o ‘SJL—A-M)‘ e} u.u.-@j Q"‘ o c..\.:f)i.t J’L"J‘U"" é}"—" ).sb.» 3o ‘5\5§.‘>L_wla )| 9 «6,50[» Jd.o 30 ua.m» l)
S o, 5l Blaias oauay cpl S ogla J el (e iy cmliws (00,1 U 09 o leas 00ld g 0S5l sloduoen

gt algs ol 65loaly, 5l st AL anlns (gl




W

B ossaasit

Ao 402 5
ool Sldos 30 Iual SR (5o g 038 48" yigY" wilobu 31 63 it

0 36 w5 39US g (5 guao g 9B (§ 35 el (gl S ALoLu

V;}fﬂ‘)&‘ sl

Al oY ad olails ¢ Jladlips Jalg ) g Co pae ald, (g 55 SKiagh,

ouuS>

gt DA g (5O 5| (6 pRetia jebay (wlex g Sl s Sae G5k (652550 FVY STV Gl
ALY (esims Gho i sioo S mond Hluriniy soalals 1 il ol 25 o i o oLt lo I35 by il
G9kd 655,54 5l (6,550 )55 aizmen il 00,5 solaiul (5 T Bue slacaadgs yo ol 3l Ll 6l (DSS
B9 Gy Ol tagh wed e 13 038 50 plinhandd QLulid sl 3l 5] Lawgs (FRT) 0 0 ande i
5 (AI-DSS) (egrae (B30 p (e § S reonsdd (Slidy slaalolss jlosliinl Cueg i (THL) aibiwg piy Jollore
e ol oo Jloms s 1) S8 6505 B ol ST aie 0 (e (heo a4 oollas lanile B ISST e
o s plasle Codgins 5 ot )68l langs caiiadsi slaaogs 5 3550 L) Gedile g Ll Jolas slajtdle
ol 1y o3l Slulis cds wilgs oo (FRT) 0 g aseis sbvailolus jl oolail wiz jo a5 aos oo Lt ol oS
el aisly Sldes bl s a0 )] (sl IS wuS o gas 1) THL) asbiwgs i Jlalip Ggb> Slagas 40 (goinl g oo
Er—an (b8 pse 6 premdl Sty slaailel ane; ;5 oollss lasile (28 Slg Sl )| el (e

ool 428 5 113 0S50 o551 awgs oadadgs Blaal como ol sl (B oy o 5l ylebsl 5 (AI-DSS)

2 Emelie Andersin, PhD Fellow in Governance and Global Affairs



,',somm 4
doddo )

9 Slilos (Fowzmy Ml ) garlie w2 bl (ool slog s sl 00l hiod SO3eleiSS (60,8 4 (00 S

5 oduzy slalass (0 0hganl) laosls 31 olyy > Al 5l o 3 )| cme)lS &lp oS ablie oo Slojy s

b ilos Sl il )5 (A egtime (isn sl il dnsgs a4y it 59,4059, )5S (Judd (e 4 TS 0551 (25
ovep e railel s woamie YL aile do syl (B TasS 310y Sas |y Sledlbl pulie e ol adilgn
ladilel w408 o SIS Slowa—ai 551 o s ladiled 4 slbd o5 ade L aS wles S >b o as
5o bl 4y SeS gl a5 s slasb]) ola Il (AL-DSS) eoian (ig p i (6 S poo—al Sl iy
Loosls (6 sTanr yo i) s baslel s sl 70 o 81,1 1, L po oMbl 5 00y b oz (sbcs yo ooracd

VoS oo S Sledbl (oYU o> wlusl p Sllos slaaogs @) g lagSl o i

J.a).a‘sa 0 0 6)5L\.9 U"‘ )| LQ)B»J iw‘ u.u.:‘).ﬁ‘ 9, J"“’ g_i.\_‘> QLQ) 5o A(FRT) o = &..?:.....3 6)9LJ )l solazwl auLo).o.Cb
U‘JL—M‘J) |) ‘:L_m‘ Glaal b aas $°9)9 (5‘9"—‘“ uu}b ‘5LEAJLAL_M L A‘"?(S" (FRT) o = &M LSLQCULOL_MJ ‘).»)

Sleasamlils b Coge ol b wlolid jo a5u il 5 Sl Wil so (5y5kd ol VoS Slulls gl o S5
3 B33 5 f5e cg e (6 S el (Sl 00 (A g (stian Gh9r sl (nl (IS b Mams T8l g8 ol

(IDF) |yl elos (slag i a5 wisls (,135 'F Local Call § AVY+ ale 0,5 5kl 03¢ lgi 0 |, € pal sla e i»

3 Merel A C Ekelhof, ‘Lifting the Fog of Targeting: ‘Autonomous Weapons’ and Human Control through the Lens of
Military Targeting’ (2018) 71 Naval War College Review 61, 76.

4 Ashley Deeks, ‘Coding The Law of Armed Conflict: First Steps’ in Matthew C Waxman and Thomas W Oakley (eds), The
Future of Armed Conflict (Oxford University Press 2022), 45.

> Sydney Freedberg, ‘atlas: Killer Robot? No. Virtual Crewman? Yes.” (Breaking Defense, 4 March 2019)
<https://breakingdefense.com/2019/03/atlas-killer-robot-no-virtual-crewman-yes/>; Dustin Lewis, Naz Modirzadeh, and
Gabriella Blum, ‘The Pentagon’s New Algorithmic-Warfare Team’ (Lawfare, 26 June 2017)
<https://www.lawfaremedia.org/article/pentagons-new-algorithmic-warfare-team>.

¢ Arthur Holland Michel, ‘Decisions, Decisions, Decisions: Computation and Artificial Intelligence in Military Decision-
Making’ (May 2024) icrc Observations on External Report, 13.

7 Nehal Bhuta, Susanne Beck, and Robin Geif, ‘Present Futures: Concluding Reflections and Open Questions on
Autonomous Weapons Systems’ in Nehal Bhuta et al (eds), Adutonomous Weapons Systems: Law, Ethics, Policy (Cambridge
University Press 2016), 347-383.

8 Anil K Jain, Arun Ross, and Salil Prabhakar, ‘An Introduction to Biometric Recognition’ (2004) 14 ieee Transactions on
Circuits and Systems for Video Technology.

? Alison Mitchell, ‘Distinguishing Friend from Foe: Law and Policy in the Age of Battlefield Biometrics’ (2012) 50
Canadian Yearbook of International Law 289; William C Buhrow, Biometrics in Support of Military Operations: Lessons
from the Battlefield (crs Press 2017).

10'William H Boothby, ‘Biometrics’ in William H Boothby (ed), New Technologies and the Law in War and Peace
(Cambridge University Press 2021), 397.

! Leah West, ‘Face Value: Precaution versus Privacy in Armed Conflict’ in Russell Buchan and Asaf Lubin (eds), The
Rights to Privacy and Data Protection in Times of Armed Conflict (nato ccdcoe Publications 2022), 136.

0o rn Syl (o SigiS e s0lsd ed Wl sl oasilyS Wiz e mdd ples ol 553k @ e ez 50 colel Sole, s
(o o) 335 i ) (6 in bl b oS cole, 1) (B)b o o9 aiwlss 1o soiangi ju el 50 5 G Sl sl gls1 ade cpudals,
13 Abdelali Ragad et al, ‘How Hamas Built a Force to Attack Israel on 7 October’  (bbc, 27 November 2023)

<https://www.bbc.com/news/world-middle-east-67480680>.
14 The +972 Magazine and the Local Call are independent and non-profit magazines.



K ,somm \4

'8.0les S ool wl 03¢ o (Lavender) ,aig¥ ol & (AI-DSS) c5ias (o900 5 sl (6 S paomad (Sl iy ailels
oo 4 sl S 45 el s o ikl L Lolid (6l ailoles ol ADF gledlbsl o]yl b aslae oll
QS o B yre 09dll Blaal lgieds |y oyl 5 ansl ansls Siwly copdaidds ol slg> asile 50 s 5209, S L
ol plasile b 4y oo (il s (B om) 2 5l 9 29800 JUuol Sl G Sl a4 Tal jaigY (sladrogs
V7 09 oo 00liw 18
~ bz Sleslol ale alise sloosls 3l lads g ol ADF 4235 dy S _o oalitwl ar o @il gl caslio 4>

5 bl G aseioe Uids (bl b Vool collas ouile 3 oage oMo 0l sl oles o

W S so ol 3 anie Sl 5 Sludl gl o JiSms oMbl (SIS

03 4O 0> LAy e 0gl Ol el G Sl 13l aST ols (5158 10l S eneu YoV Lo YE o
5 ool ooyl slacan] daryn a0 5l aalp (ol aiS co ollis ] eMbI L ol eas 1y ol 3l as cal 03,5 sl
315 gdgs Judlpml (3TAY -+ K laaile s 5l (SO VYT Jlo j0 1S e solaiul ol 31 Hlubis gl ol slapks

ol ggoge opl TamS Slulis ailelus ;o soied bl 5 o ed bl 1) «SBlas» ol 8l ol o o] oS
swosls s consazslid ol 3l SLwlis gl (FRT) o g e is slaaiblo NN el yl 5 ) a5 a2 o

Y\-J-;Sgg" oolazwl ool oli:l.u 39 080 3 (ST s

0gdlll Bud L5 YV (S wd (68,0 S dan id 0 € uig¥W» &bl [Local Call 4 +AVY alxs slo i )l58 b
s oS ol 151 (Sl aimmen o 3155 ol o Jolin 1y ad, nl slag s o2 g Yheo ol 3l v aS 0 5 Ll
J...:L choLm u)‘ ksLQ:L\_‘o?S (J“’L"‘"‘)" ‘) QP ‘51‘9_6 u)*.o.} Gﬁlf JAj‘).M‘ u.u.:)‘ 9 W) o)jif .L.a)b ﬁ’ oja.a- iJLALM u)l

25 s

Ogbae ol 3l as glaslolus sl 05,5 oolaisl « Where’s Daddy? » sb L (5,550 b, aibolas 5 puzman L3l 35
(5>J" B O)L_,wga oLf] éHjA &J‘" )l ‘) dﬁ)‘ ‘uL—ANLbd)b L L{bu] 99,9 ﬁ&@ 9 w; ).‘a.: ) ‘) QSQUG" GLQWJL’.Q L

Woails jgam a3 )0 eolgils lacl a5 Sy i wenl ool (g la5 e )l laas 51y o8l cpl slaails o lge
by sosls 1aSS L ailolas () 08 oo oolasl «Fire Factory» pb 4y (6,500 (eaiman (heo aibolus 51 L3Il 25
lalowylon 5 1, Loy S o soinaglgl ) Bam oyl 03,5 aubre | 5L3 90 Slates o3l ¢ sollas saogl Bloal o

¢ o«

'S Yuval Abraham, Lavender” : The ai Machine Directing Israel’ s Bombing Spree in Gaza’ (+972 Magazine, 3
April 2024) <https://www.972mag.com/lavender-ai-israeli-army-gaza/>.

16 ibid.

17 idf Website, ‘Theidf’ s Use of Data Technologies in Intelligence Processing’ (Israel Defense Forces, 18 June 2024)
<https://www.idf.il/210062>.

18 ibid.

19 Sheera Frenkel, ‘Israel Deploys Expansive Facial Recognition Program in Gaza’ (The New York Times, 27 March
2024) <https://www.nytimes.com/2024/03/27/technology/israel

-facial-recognition-gaza.html>.

20y 1797 7727277 TRPROINN, AY - -+ 2937 HPRIININ AROWIN DM 1R A N WH VT 0O

n9p7 [Commander of the Artificial Intelligence Center, 8200: Artificial Intelligence Enables Faster Classification and
Detection of Terrorist Targets] (Israel Defense, 14 February 2023) <https://www.israeldefense.co.il/node/57256>.

21 For more details regarding previous collection, see Privacy International, ‘Biometrics and Counter-Terrorism: Case
Study of Israel/Palestine’ (May 2021) <https://privacyinternational.org/sites/default
/files/2021-06/P1%20Counterterrorism%?20and%20Biometrics%20Report%20Israecl Palestine%20v7.pdf>, 9.

22 Abraham (n 12).

23 ibid.



K ,somm A

«Blaal jauazs g ganluslgh 15 g e Slowl glaools Judow (gl aleles () ¢ (Gal Dahan) ey 8 4 (Mimran

00,5 oo 1,8 oolatul 5550

«the Gospel» ol 4 (5,55 (AI-DSS) coiman (o52 p sidin (§yeS pao—al  Slosiy alllw (LS )0 uen juigY
i oo pll Sldes o] 5l Ggilae a5 0iS oo (5 I35 cuadle Blaal lgica | loojlo g byl a5 09 oo oolazul
5 9g05me ,gY 5l eolaiul o,y b 4,155 ( Jl il b 7 iaigd o o lol 2 LAY <+ ass Sledlbl K Loy ailels
YU Sl LI5S ol 4 5310 03 50 55 5 el 4 Al o ol @ a2 g b cul S8 lagT anls

35l

@i pl iies QLQ)'UW...\_'»loa)S)'b.g\ 03¢ lolla il b 00 XS s To)l.g)o Sipos @ljf.; Sl 5 5 o), Sin 95
5 oo 5 Gt 5 Qiloads o3 585 AVF ) Bl MAuSloas 4l aS 03 0 VYT STV 5l e W8 e B 5l i
)| ool ol o)l..v)b G ‘51‘)1 uL\AU@)}»—C w):u 9 s_ALD.L» )‘ c]a_..u UJ‘ Y‘\u_..u‘ 0o w_..u] Lv u.v).?u o)‘.é L_sLbuLo*}L..u

s 55 oty Sl by Gl et U515 5 B lo il s e ] Stn
lmaile s oolitial o325 4 ccpblo g sl oles i mizmass aml (6 K308 (glalusbsn ;5 (ALDSS) egiume bsn
S L0 0 )8 (s 290 69,50 anllae (lgicar JaigY oD BalsS o) o )5l Lasgs caliadgs «Slash |

Dl s 4y sladilol i 5l eolatwl 5 THL) ailiwgs i Jalips Go> Jlosl (Si6%> 5l (6 yia

Iy 99> (635,945 5,15 35,05 (AI-DSS) cginas [isp i (§ S poomad Sl slaailols slrailols , allas )
0dls (owyyr (IHL) aslivsgo iy Jadliym 3ai> 10 oS 039> (il 155 diiS oo <L o (FRT) 0 02 aseid sloailels
5 (AI-DSS) (e5iiae (550 i site (6 5 prroad (Slaindy sloailolos oS 5 a5 dos oo (Lis S (ol (oo 2 oo
oy anseis sbaills Cds pas a8 bl w2 g BB Bei> sbo SIS canl (Ko (FRT) 0 gz (aseis sbaailole
osls pudae pox> 5lo ;0 (AL-DSS) egian (o501 sifim (655 pao—ad slosiiy ol HUlgs  (FRT)

aile g o Bai> sojer b dlie pl ail ails sloais oo i sboawly dlbdus slas 5,0 4o wilgi oo

24 Marissa Newman, ‘Israel Quietly Embeds ai Systems in Deadly Military Operations’  (Bloomberg, 16 July 2023)
<https://www.bloomberg.com/news/articles/2023-07-16/israel-using-ai-systems-to-plan-deadly-
militaryoperations?embedded-checkout=true&leadSource=uverity%20wall>.

25 Tal Mimran and Gal Dahan, ‘Artificial Intelligence in the Battlefield: A Perspective from Israel’ (Opinio Juris, 20 April
2024) <https://opiniojuris.org/2024/04/20 /artificial-intelligence-in-the-battlefield-a-perspective-fromisrael/>.

26 Yuval Abraham, ‘ ‘A Mass Assassination Factory’ : Inside Israel’ s Calculated Bombing of Gaza’ (+972 Magazine,
30 November 2023) <https://www.972mag.com/mass -assassination-factory-israel-calculated-bombing-gaza/>.

27 University Network for Human Rights et al, ‘Genocide in Gaza: Analysis of International Law and Its Application to
Israel’ s Military Actions Since October 7, 2023 (15 May 2024)
<https://staticl.squarespace.com/static/66a134337e¢9601229da81434/t/66tb05bb0497da4726e125d8/1727727037094/Genoci
det+in+Gaza+-+Final+version+051524.pdf>.

B load a5 BYY o ,La PA Jilas allie ol asz 5 ooy b

29 Julia Frankel, ‘With Gaza’ s Death Toll over 40,000, Here’ s the Conflict by Numbers’ (The Associated Press, 15
August 2024) <https://apnews.com/article /israel-hamas-gaza-war-palestinians-statistics
400007ebec13101f6d08fel0cedbf5el72dde>.



*
ik
B ossaasit

ot Ll ST pod iy [, ™ (DPL) s (slposls 5l cliblons puilss 5 7 (THRL) 05 ailig i Mollipes 5o

Ayls 518 adllas pl esgasms iz, aSly el ool 418 )T o0yl aojex (1l Coenl A e Lo oyl

&lelowo ‘SLQ‘S)*S’)Q )é 6)3&5 }‘ oo lasw! .Y

9 (FRT) 054> W Lgl.bchLw d‘)‘b )‘ Q‘)B‘ w}lb LsaLM:L«._w 6‘)-’ as 0)‘0).’&5»: G:Lng”L_e )R w M L)"‘
Sailol a5 555 0 00ls sgi 4> jsbay ol jo sl o ooliiwl (5,5 B0e ¢l sleaogi a g yoren
g Mgl oo A8 )55 dillue (6525 )0 LIyl jo g el il sloojem 10 &Sz g aiiz (FRT) o4z ansis

u.’?u Syge Lmul saUa.a 6[&0;9[5 9 \))S.Lo.c 05.._..9 ¢ (AI-DSS) QSCM k}uﬁ"b )JLSA...A.A Ls)..fp.a.o_‘u LS'L"H_“H ‘SLideLoLw

Dy o0 1,8

33l Cugn o B b o lwlds gl (FRT) o o ounseid sailol 3 ealicwl .¥.)

vv@:mm) U’“"ﬁ) g_i: 1 3% uam Y’Vw‘ 6.)154.: aste g_)Luoj.‘a} 6‘)10 w‘o)e(} LSLQQ;J"? :L‘a.‘.u‘jda UL‘M‘ i
P C IS ASRVL SV 3 FRVSIPCAE B JRRYE I TP WS oo srw D90 S Shg o olwlis bas ol
(atlbolind sl eble 55050k slagsbs 5 i s8I 5l g aiis (esiums (Do p s Yaane (FRT) o0z (meseis
ozl ailol s 23 115 o Sl 50 Cugr gl atl i lgieas 1) 0 ez ] )8 ol YOS o eolin il gdal g b5lo
e 3 45 0 s 52, slaalith 41, gl Al | o lasSll S (s gl b S | SleSL
slcion ™ alo 1) 5,8 Cuga B auS e dwslie 00ls oL G 50 saiio 3wl slroslo bl o oles3l oyl

358 Cugd sandinb (F) 5 ol (1) (ololis (1) Wl o g saseis Lol

Slp dmmar G Gadai 5l g ools (1,8 L3 slaosls plod blie (o 1) dos (gdiged riwcony ) dilob ( oluliss RETJEI
Ll ogis ot i 5 Ao oo plouil Somam G aiolie S asleln uwb anl,s o S o oolal olial ase s 8L

30 West (n 9).

31 Asaf Lubin, ‘The Rights to Privacy and Data Protection under International Humanitarian Law and Human Rights Law’
in Robert Kolb, Gloria Gaggioli, and Pavle Kilibarda (eds), Research Handbook on Human Rights and Humanitarian Law:
Further Reflections and Perspectives (Edward Elgar Publishing 2022).

32 Marcus Smith and Seumas Miller, Biometric Identification, Law and Ethics (Springbriefs in Ethics 2021), 22.

33 Biometrics Institute, ‘Types of Biometrics’ <https://www.biometricsinstitute.org/what-is-biometrics/types-
otbiometrics/> accessed 17 January 2024.

34 Jain, Ross and Prabhakar (n 6).

35 Smith and Miller (n 28), 22-23.

36 Kelly A Gates, Our Biometric Future: Facial Recognition Technology and the Culture of Surveillance (New York University
Press 2011), 8.

37 For more details, see Gates (n 32), 8; Lucas Introna and Helen Nissenbaum, ‘Facial Recognition Technology: A Survey of
Policy and Implementation Issues’ (2009) Center for Catastrophe Preparedness and Response, 15-16.



*
ik
N ossmasst M

il sl gzl meel b ailolos qganaids 0iul,8 ;™ 5 L canlesl 5,90 Laseds Gled 03,5 Cuga lesl aS g0 8
DS oo (gamaiws g olwlid 1) T 08 6015 09,5 b Conir Ml cll> wile Sledsl o 4> 5

SO D ygmods |y ases a8l (and B L «aly skl il O gody :Ys-w (FRT) o,0> aseid sailel o>g,>
O)LA.:‘ =L‘> by oy ))5_.44 9o .A.QOGA ul—a.m) as A....SGA .A..Ja.' «ul.....a.b‘ daLa_m—l» :ng wa...u)ji” U"‘ ;.\.bé‘sa <\j|)‘ JLQ..D‘
Tl s o4 99 los o @l Jloa! il SV 5Litel ool a0 Tasil 0,8 SO 4 Gl cnl S

oS w3 e F) ey SO cae sllas O3S e (V) 5 3 Catie (1) 13,13 3525 Las g4 95 Ygone oasbolw ol o
S yob Baodas (pl a5 Jb> 10 )ls callas 00ls oSGL ;0 99290 (sdigad 31 SO L 5,3 00 S Mol olail 4y aleles
Gl 0013 oL 45 6y ud L) 3,8 0 02 wlsi albol 4 Wil oo 3l lej SO siie (sllas ¢ blie jo

JASCU PRV CIN IS O ¥ FRIPY | RS BEN IPUCH PR

)..Iol) )9_.4_‘> a.la..\.m O°9 O‘L“"’J)“"S :o)b u’i._.w.: J.QLC A.\_'> aQ ‘QHCSQ u.u.Ju d.:Ua.: g_g.v S, Lv u.o).ub 6‘;» as 6‘4:[%1
riais Jlaiol wil ol abiasl ST o uSe s s aalss i O3S gla its bl Jlozol wgd (5,5 sl 315

FFS e iy iyl 3l

51 Slsilae wiilss oo (FRT) 0,0 mesets slaailoles .canl 05,5 oy Cotel 0395 55 (6 o GBS 5,4135, (64518 o)
Algi o iz b lid nl Nigtipo 48,5 54 (98 (5,70 (slasles bamsgs Ygano 5 0 Glalicd soges Sl
lrosls ol L L1y (CCTV) ay o sloyy90 Jawgs cadlas glai ¢ Jle (gl taigd oolaiw! puus yg,5 b ablas (sl y
s gl (FRT) 602 omeis slaailols §1 Lol l Slolie cies olgicas TaiiS o dylio ,Lai s ol 3l 6,0
S RS0 3 oz At )5 (plojen TaiiS oo ool (JUil il glagyis) s po SL (lollii

38 Mitchell (n 7).

3 Joy Buolamwini et al, ‘Facial Recognition Technologies: A Primer’ (29 May 2020) <https
://globaluploads.webflow.com/5e¢027cal88c99¢3515b404b7/5ed1002058516¢11edc66al4

_FRTsPrimerMay2020.pdf>.

40 European Union Agency for Fundamental Rights, ‘Facial Recognition Technology: Fundamental Rights Considerations in
the Context of Law Enforcement’ (2019) - <https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-facial-recognition -
technology-focus-paper.pdf> accessed 7 January 2024.

4libid, 9.

42 European Data Protection Board, ‘Guidelines 05/2022 on the Use of Facial Recognition Technology in the Area of Law
Enforcement’ (Version 2.0, adopted on 26 April 2023).

4 William Crumpler, ‘How Accurate are Facial Recognition Systems - and Why Does It Matter?” (Center for Strategic &
International Studies, 14 April 2020) <https://www.csis.org/blogs/strategic-technologies-blog/how-accurateare-facial -
recognition-systems-and-why-does-it>.

4 Ibid 39.

45 Information Commissioner’ s Opinion, ‘The Use of Live Facial Recognition Technology in Public Places’ (18 June
2021) < https://ico.org.uk/media/2619985/ico-opinion-the-use-of

-Ifr-in-public-places-20210618.pdf>.

46 For more extensive details, see Rohan Talbot, ‘Automating Occupation: International Humanitarian and Human Rights
Law Implications of the Deployment of Facial Recognition Technologies in the Occupied Palestinian Territory” (2020) 102
International Review of the Red Cross 823; Omar Yousef Shehabi, ‘Emerging Technologies, Digital Privacy, and Data
Protection in Military Occupation’ in Russell Buchan and Asaf Lubin (eds), The Rights to Privacy and Data Protection in
Times of Armed Conflict (nato ccdcoe Publications 2022).



*
o
A Sossigss B

5 (it 5 ) oolawl pliy (3lye w Vo 0¥ Jlo dlos 51 s sazeie YLl ool o8 S 15 dilodne
FRREPTER ST PUSFTRL PPN AP TIPSO NP (NRPSI I SN [ SRRAITE SV WP PNy (BT KU | W NS
bl gl Lol Sllie STV alos 51 u e mimod T18,5 sgame ol Slaenals a1y 525 AV o0 oot
&y 63l (nl 5l amsg, b iz ) 5 (nlySsl 55 & og (e (FRT) o4z et slaailbols &y Satiar s

D05 solatwl g, slogyws 5 055 Fadaras Lol

Lbus dmog &l g ool (8l (gl ALDSS 31 oslisuw! Y.V

(deterministic) cxhd sbd Jow 4l b IS j9bas (AI-DSS) cgiuns yigd p siios (63 puomal Sl slaailoles
P (Lyaan (oeB s (6 S maena Sy sbaaslelus 87 (non-deterministic) s L2 gla oo b s
OB 5o (Bl gd 9 WS o0 adh (St JB 5 LS (2905 dien G igd oo at Lo (aba laoe 4l
Jla e slocaadly 5 ooz Jil e (5510 50 sog0me Slilss Lol caislazel Juld wim o boailal ol O lai g

SR yls (i

331 ey Myt 5 Conbsd pe ] b Jal 85 08 o o) ol (9 L) b sl Jan i o
1B wisSl st o sl (25,5 5l oladises L ol jen lasag)s tisd oo 4355 (jgel (sloools b o Jae onl o]
1) Soduzmn slacadly asilgs co 5 A 05 3508 yolie as dgame oyl el by 2.0 155 ol ailels b 05,5 o
SlaS a5 Sl Siien JB e o)lse 358 Do L el ade o (allii 039> 55 Sy ol w5 le e
Iz aS ols sy Lo...§.> Olgs Gl o ( JolST iils (ladd g lacaadad poe @ azgi L .cd )8 s o b 1) (a8ly sl

P el 005 5 ol s S

47 Marten Zwanenburg, ‘Know Thy Enemy: The Use of Biometrics in Military Operations and International Humanitarian
Law’ (2021) 97 International Law Studies 1404.

4 Spencer Ackerman, ‘U.S. Holds On to Biometrics Database of 3 Million Iraqis’ (Wired, 21 December 2011)
<https://www.wired.com/2011/12/iraq-biometrics-database/>; Annie Jacobsen, First Platoon: A Story of Modern War in the
Age of Identity Dominance (Penguin 2021).

4 United States Government Accountability Office, ‘dod Biometrics and Forensics: Progress Made in Establishing Long-
Term Deployable Capabilities, but Further Actions are Needed’  (August 2017) <https://www.gao.gov/assets/gao-17-
580.pdf> accessed 2 February 2024.

0 Masha Borak, ‘Israel is Using Amazon Rekognition to Locate Missing and Dead”  (Biometric Update, 23 October 2023)
<https://www.biometricupdate.com/2023 10 /israel-is-using-amazon-rekognition-to-locate-missing-anddead>.

5! Drew Harwell, ‘Ukraine is Scanning Faces of Dead Russians, then Contacting the Mothers’  (Washington Post, 15 April
2022) <https://www.washingtonpost.com

/technology/2022/04/15/ukraine-facial-recognition-warfare/>.

32 Holland Michel (n 4) ,18.

33 Agnieszka Lazarowska, ‘A New Deterministic Approach in a Decision Support System for Ship’ s Trajectory Planning
" (2017) 71 Expert Systems with Applications 469; Jorge Vargas Florez et al, ‘A Decision Support System for Robust
Humanitarian Facility Location” (2015) 46 Engineering Applications of Artificial Intelligence 326.

5 Priya Narayanan et al, ‘First Year Report of arl Director’ s Strategic Initiative (fy20-23) : Artificial Intelligence (ai) for
Command and Control (C2) of Multi-Domain Operations (mdo) = (devcom Army Research Laboratory, May 2021), 2.

35 Holland Michel (n 4), 18.

% Thomas W Lucas, ‘The Stochastic Versus Deterministic Argument for Combat Simulations: Tales of When the Average
Won’ t Do’ (2000) 5 Military Operations Research 9; Timothy J Horrigan, ‘Configuration and the Effectiveness of Air
Defense Systems in Simplified, Idealized Combat Situations - A Preliminary Examination’ (Horrigan Analytics, June 1995),
5.



*
o
Frpeea \v

13 @l o e 3 5 am el | w58 Cinllig b ams e el |y wilelas s gial s cyable (6 5ol a5 L
9 «699,9 sesls bl g 00,5 SLubi |y eosls 10 09350 sla F5g 5 gSl ailols 2 .0iS S laasgs 43l
o231 osls (YU pom ;0 lagSIl SLwli o 1Sl g ools ial38l 1) (6 S paoal Cae o o 1,3 ol PAaiS o 0y
95 95 ar Mg e 5 S o0 i (7o y5 ) (9999 4T cl (Gl e ) (slasgazme o5 S o

Fely- ER |
;.\.......»Uw)j.c‘

L.\.. 6;.\...»4.0.».‘0 6‘,» \))P)L\.s OHGA oals k}u)ﬁ"'i °N>)PRTA_~AA?)). 6[.00\3‘0 L‘.p...;”iﬂ IQ)% Czxy G)JOLL. °
S oo SBL )3 g S

) ez st Sloodls 5 08 (o o251 LagSUl 055 4y 055 Ui gy o ysSl iyl (g g SOl e

R W) ‘:L.MJL\_M (DPH) LQG).f)b L p...ﬂ.w).\f)o ‘san.:).\.c u‘s..\.ccb as ‘_,’_&S d.:l_M ‘Ssl.lb‘;).vj 6&)9 ;‘ LJLAA 6‘;1

P sl sl o a5 ol 51asS 6,38 vz DPH lgieas 5 1y 0,8 o1 canl Koo aslobs cosly assls ol

9 913 o plal Gy slo cm i pyloe Hebas ojlail ax U alelas (] a5 was o lis egiimn (hso ailolu SG s
Gl as » a5 Slowg b0 SIF Ve Lo LYL Q.:.;‘_go.\cQ)quwae.a)losafdbdlﬁfyw

A5l Uas ail> G ddion g 0iiS o Joe sl slas ol

o O es o ple (pl L05-b oo oduziw (confusion matrix) Ku e ,0 Sl 5l colaiul b Yw Juae cdo

8ly ey Bollay : (True Positives) > slacains )

8ly e yob golkas : (True Negatives) aa> sls saie Y
T ey slaz) OIS slacuia .Y

Tl gy slas) O3S slo i ¥

37 Katrina Wakefield, ‘Predictive Modeling Analytics and Machine Learning’ (sas Data and ai Solutions)
<https://www.sas.com/en_gb/insights/articles/analytics/a-guide-to-predictive-analytics

-and-machinelearning.html> accessed 10 February 2024.

3 The Pecan Team, ‘Contrasting Generative ai, Predictive ai, and Machine Learning’ (Pecan, 6 December 2023)
<https://www.pecan.ai/blog/generative -ai-predictive-ai-machine-learning/>.

% Avi Goldfarb and Jon R Lindsay, ‘Prediction and Judgement: Why Artificial Intelligence Increases the Importance of
Humans in War”  (2022) 46 International Security 7.

0 Thomas H Cormen et al, Introduction to Algorithms (4th edn, mit Press 2022), 5.

S'Pratap Dangeti, Statistics for Machine Learning: Build Supervised, Unsupervised, and Reinforcement Learning Models
Using Both Python and R (Packt Publishing 2017), 8.

92 Aniruddha Bhandari, ‘Understanding & Interpreting Confusion Matrix in Machine Learning (Updated 2024)*  (4nalytics
Vidhya, 11 January 2024) <https://www.analyticsvidhya.com/blog/2020/04/confusion-matrix-machinelearning/>.

93 ibid. False positives or Type I errors occur when the value was falsely predicted, such that the actual value was negative but
the model predicted a positive value.

% ibid. False negatives or Type ii errors occur when the predicted value was falsely predicted, such that the actual value was
positive but the model predicted a negative error.



*
o
A Sossigsst AN

ool b slacuie S slwlis |, dawful) Sgl Glaal b ocil sas ools ijgel et ,s51 51 Jle sl
Aol Wb o ,o30 350 o Slos (gly o (unlawful) S48 ,8 Slasl cams jlis Sads by oo 5 a8 Clan
bl piman alils pdscaw] polie Ol plp 40 g aiS Laas 1) 093 IS B "Pasl aiils (robustness)
aS 020 o ltd g D9 co oduzmiw Al wleSl Ol Sl g ballas slowi g (5 pasolaiel ol b alelw (reliability) ¢ \liol!

Pals Hlais g0 Buaa b 55l (60,5es 0> ax b ailoles
o Sl 4 Thog o LS 5 4Kz gl i (T 4 o8 — el sl )5 50 (sloanli sk esian e
50 ol slaeld 51 (DoD) sasve YL glis & l5e Sim—pin )63 oo ¢ Jlio sl wl oo 8 s 0,5 Glase o
uyl.:‘ 6[50 u)bj g.i.}—p.u)ﬂ‘ [“"" ass aQ ?c\.b; ool esls 6)‘Afu_~u:>f 9 :-La_m‘ (_g'l—“-’Lh“-’ 6‘1.» 4.’)5_...4 9 dlj.c
Shles o o obs adoen ailyi o (collateral damage) il> o s alS 6l p ciww o )ll dDoD ousie

VKo a0 oabaB e sl il b anslie o 1,

‘SLE‘S),«;).D 3O (E—a0 (wed g (FRT) 0y  yord—id salbolow 3l solas_wl ;SL‘%:*‘L’ Y
&leluwo

9350 o0 ol Oldes ;o caiwas yigo 5 (FRT) 0 g aseid glaaibls jloslunl sla il )y 4 (idu cpl
AASGO ey LSLé‘ Awd )LP )J |) l'QL)T

opz pasis gbhailels ds pas b cds (Wl

Ogelegil (6 25 g (o

L 5 (B s S b (2

Eae (egh Codlal pae b plel (o

% Ronan Hamon, Henrik Junklewitz, and Ignacio Sanchez, ‘Robustness and Explainability of Artificial Intelligence’
(Publications Office of the European Union, 2020).

% To read more about adversarial attacks, see Mark A Visger, ‘Garbage in, Garbage Out: Data Poisoning Attacks and Their
Legal Implications’ in Laura A Dickinson and Edward W Berg (eds), Big Data and Armed Conflict: Legal Issues Above and
Below the Armed Conflict Threshold (Oxford University Press 2023).

67 International Committee of the Red Cross, ‘Autonomy, Artificial Intelligence and Robotics: Technical Aspects of Human
Control’ (Geneva, August 2019), 10.

% Dustin A Lewis, Gabriella Blum, and Naz K Modirzadeh, ‘War-Algorithm Accountability’ (Harvard Law School
Program on International Law and Armed Conflict, 31 August 2016).

% Lewis, Modirzadeh, and Blum (n 3).

70 US DoD, ‘No-Strike and the Collateral Damage Estimation Methodology’ , (Chairman of the Joint Chiefs of Staff
Instruction, cjesi 3160.01, 12 October 2012).



*
o
A Sossgsst AN

asleoed Sull 5w (gamiz 5 oduzmn Boxer L el (o lagts; rless S| (S0 0 pantas

o pe purins srailolw Cds (puc) .Y

(e SB95 ( FES 5 (S Tlacslas b YT LT T a5l (U (el Sl Jdsar g, 0
L beosls 6)91&? 1) e i 380 auSd b ae Sl adile  orwcann ) b oy, plo cglio (0 090 oo bl

V00,8 o0 Sygo 590 ol oy aseid aS I 0 wed oo pll Soop e

aile Lolss a8 sladasme ,o s soliiul calises sladase 5 0ilsi oo (FRT) 042 Lasis sbaallo
HE pglas jsbas Jelse (nl oaii J7u8 ladazme o Lol anliydS 508 asile o s 28 HE g 558 5 angl;
C8s a8 Wlools yLas Slidizd 05505 13 cenliol o5 b soges slaliad 1 g uiiS oS o el SKoe oLl ot S
o loiie 38 (85 o9 wiboe 05 otz b jobas 002 ]S slalasme ;3 (FRT) o7 annis slaaslols
Lo 8 5L a e o) slat a5 Col l s o 8 il o 1) s a5 6,00 Jele TS o ol 90
LT oS e B S oo g3l sus sbaelsd 511, oo « (FRTL) 05y (FRT) 0,45 (mede i (s slid ilonis

Shelss JyS 50 Sl s & 0055 (FRT) 0,43 (s i gladilols A5 b o)ls 0925 pgloai sols ol 0 59,8
Yyl 53V IS Cota &5 Ygane 555 5 ugl calols wiile

sallw 3l el gl Glag,u 4 Sloj s sl sads oaalie QIS lacuin jl obrdiges « collai s 059> (o
5o bailel (pl sleslaiwl o,lbys 5,155 (Jlo laicas ablos )5 oolainl lgidae glwlid sly (FRT) 0,02 (auseid
oasie YL o JSie ywod ] 0090 AT 39S sl 58 G0l plulils & 35 ddagie jabay a5 ols lias Lk
@ gl g M s 3 oliil 6,550 5,8 b oliisl ay 1) yailhe S caoym g ey V0V L )0 digad gl sl 0ols &) o2

AY ol e o .
aile Hlasy 15 59, 00 e

71 Mary Clark, ‘Top Five Biometrics (Face, Fingerprint, Iris, Palm and Voice) Modalities Comparison’
<https://www.bayometric.com/biometrics-face-finger-iris-palm-voice/> accessed 17 February 2024.

72 Leila Boussaad and Aldjia Boucetta, ‘Deep-Learning Based Descriptions in Application to Aging Problem in Face
Recognition”  (2022) 34 Journal of King Saud University - Computer and Information Sciences 2975.

73 Sayako Ueda and Takamasa Koyama, ‘Influence of Make-up on Facial Recognition’ (2010) 39 Perception 260.

74 European Union Agency for Fundamental Rights (n 36).

75 John D Woodward et al, Army Biometric Applications: Identifying and Addressing Sociocultural Concerns (rand 2001), 19.
76 David Bolt, ‘An Inspection of the Policies and Practices of the Home Office’ s Borders, Immigration and Citizenship
Systems Relating to Charging and Fees’ (Independent Chief Inspector, 2019).

77 Patrick Grother, Mei Ngan and Kayee Hanaoka, ‘Facial Recognition Technology Evaluation (frte) : Part 2: Identification
’ (National Institute of Standards and Technology, September 2023)
<https://pages.nist.gov/frvt/reports/IN/frvt IN report.pdf> [30 January 2025].

78 European Union Agency for Fundamental Rights (n 36).

7 Gates (n 32), 71.

80 Big Brother Watch, ‘Face Off: The Lawless Growth of Facial Recognition in UK Policing’ (May 2018).

81 Kashmir Hill, ‘Another Arrest, and Jail Time, Due to a Bad Facial Recognition Match’ (The New York Times, 29
December 2020) <https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail. html>.

82 Many other cases of misidentification have been reported: see Kashmir Hill, ‘Wrongfully Accused by an Algorithm™ (The
New York Times, 24 June 2020) <https://www.nytimes.com/2020/06/24/technology/facialrecognition-arrest.html>; Kashmir
Hill, ‘Eight Months Pregnant and Arrested After False Facial Recognition Match’  (The New York Times, 6 August 2023)
<https://www.nytimes.com/2023/08/06/business/facial-recognition-false-arrest

.html>; Johana Bhuiyan, ‘Facial Recognition Used After Sunglass Hut Robbery Led to Man’ s Wrongful Jailing, says sui
(The Guardian, 23 January 2024) <https://www.theguardian.com/technology/2024/jan/22/sunglass-hut-facialrecognition-
wrongful-arrest-lawsuit>.



*
o
A Sossigst RN

le.ﬁbchal_w 6‘).' o R ua..M QHGA u.cl.a ‘_glfb )939)L¢.é 9 \b)f cuL..aLLu)...c )9_,239 sl o (5).35)0 6L®Lb.‘>bo )\b
Iy 6250 bl )0 oo gz 45 a5 il oy Soigel 2osls g9y p laaslelis 31095 Jlgs (FRT) 0,45 auseis
olaied Sy e SUils QI lacaie whiga D500 YL OhleinS laog S (sl Uas 255 wans (L
S laasly Wlgh oo Laslys cpl jo Canyol Gloliss 09 ools Gadas pdas 09,5 guac SO L olotl 4y el (Ko
30 3 slecain als gl Sl K sl lasti] eopl by canl an il g8 Szl Jsomo sloloe a5 s
S o o Jlie 6‘)-.’ Qb bl ..\4‘9."5@ l.m.\.al...; W3S slcain u...ul.u zr L == sl & 9o sl QSLQLSJ-.S)‘)
opl plo gds oo olwlis Ban laie 4y ola il 4y (a5 Ve v e dg0m /N B L ALY e Cono

.)9.“: pl?u‘ Jaw ML& 9 Coro> o)bo‘ Uas C)J wLw‘;s J.:L) R k5»[.:))‘

Ogewlogi! 6 S g V.Y

asS Bl |y Sl glallas wilys o a8 Csl () (egiuan (590 o i slaaibolss SLl5e 51 (SO Saiine o Xig

i i gLl 5l olezel 8 Lo dle oS aiysle ol 2 (F 0 09y ol 5l oims als ] ol ol Lozt

8508 o o iy | Slesil sloaild 5 85,28 cos il sl ] sla STy
) o8l Cledbl 5 wuS oo sloiel &bl p st promal Hlociy glaailelw 4y bl 8l jsbay Cdel b Lusl (ol b
05> 50 1wl 00l 00y aliee sloojm 10 a5l i sledel ol 5l sladiges MTaLS od g b 25,5 o sayol
9 28,5 0auol |y saiin 58 s wadis bluwg Basl, fPaia v, cew,ol slajase is & Ko (o, g cblag
Noad) g b 5o latlo S g ws,S Jlis |, ol o sla Jorllyjgiws o500 ils Mol o) Sl ol
Sledbl gl a1 o sbaasss boludl s 09l gmwlogil (608 gun Cucl Wilgs o AI-DSS o )65l sloangs
30 Ogalegil (6 1S s ylas a8 wilesls i Sladss Maies w5 il ol B o ul (Sew a5 sl

Ml Gl Gloj 4 (wla slacoadse
(AI-DSS) (£ ghan (igd p o 35 paomdd (Slidy Goailolu biwgi anogi adgh Cus pu 1090 aliws

Ulg 5l 5YL s (AI-DSS) cgiman (o920 p sidis (6 5eS puomal Sy sbrailolus Laings dogs adgy e ps
Jos Sy anS o bles o 281y ylej 50 Sledbl amgy <8l ,0 Jdo 4 canl (Sow ol Hlaaile 3 V.ol Sl

8 Robin GeiB and Henning Lahmann, ‘Autonomous Weapons Systems: A Paradigm Shift for the Law of Armed Conflict?’
in Jens David Ohlin (ed), Research Handbook on Remote Warfare (Edward Elgar Publishing 2017), 373.

8 Elke Schwarz, ‘Autonomous Weapons Systems, Artificial Intelligence, and the Problem of Meaningful
Human Control’ (2021) 1 The Philosophical Journal of Conflict and Violence 53.

85 Thomas Dratsch et al, ‘Automation Bias in Mammography: The Impact of Artificial Intelligence bi-rads Suggestions on
Reader Performance’ (2023) 307 Radiology 1

8 Jenny Gross, ‘He Drove Into a Creek and Died. His Family Blames Google Maps’  (The New York Times, 21 September
2023) <https://www.nytimes.com/2023/09/21/us/google-maps-lawsuit-collapsed-bridge.html>.

8 John Toon, ‘In Emergencies, Should You Trust a Robot?”  (Georgia Tech, 29 February 2016)
<https://news.gatech.edu/news/2016/02/29/emergencies-should-you-trust-robot>.

8 Linda J Skitka, Kathleen Mosier, and Mark D Burdick, ‘Accountability and Automation Bias’ (2000) 52 International
Journal of Human-Computer Studies 701.

8 Mary L Cummings, ‘Automation Bias in Intelligent Time Critical Decision Support Systems’ (2004) American Institute
of Aeronautics and Astronautics.

% Berenice Boutin, ‘Legal Questions to the Use of Autonomous Weapons Systems’ (Briefing Paper to the aiv/cavv
Advisory Report on Autonomous Weapon Systems: The Importance of Regulation and Investment, 2021), 4.



*
o
Fryeea \7

55055 ¢ poduzmn dilel o b co Gial38l oyl 50 €y 6 Ll 15 oS sleiel ailols sloaogs 4 g 00,5
21y Ban anl sl (JIS ploj aisS oo o Loy T 25 05— cn i T (29,5 4 plawle b slael Jlozol wasly
Sty sbable glea o 4 ISl ol laaile 8 Slusl Ggllad Lass lw p Wiles o0 g9290 ol 05108 L]
5B Bl S5, OF ool @lhas blis! Sloladl 12! )5 0315 4 (AL-DSS)  coims LS5 5 s (5 S e
o8l 5 2bl sl BB pley B S mraai 45 5 )ls Coal (lualliifd 5 a5 Comez y 3blie j0 Vo l3S

S Bro leellas pd 4y ol

L g 8 s T g T Y

2335750 S eSgm 5 955 15 lags e gms o el (Son egtian (ien slawilals 45 510 052y o 1SS
oS ailosls s lajiagh V. Jee oolii ]y 10 Az g dnwgi g Ghjgel Al pe ;0 Az (g gl lap oSl L ools
25U egian (hea hwgi oaiudys sladiog p auily oo a5 o ls S92 g laesls jo b slacs pS e jl silise gl

RIS

u,u)}oT d.l.‘>).o ).) od.ul.o.v).\.: le.ﬁa.)‘.b )‘ ‘_s_..ul.a @9)—" ).b ))in 9 k_iul..o..\_.u..\_.u 6LbUa.‘> 'cs":".)?i" ‘Sﬁf,_w o
S83pS oo )5l (plulind ;o 9 5585 Loy S (B (allid ;5 )98l 98 oo Sl (6 5 9o (n -]

ARV

asly Hass ol izl (150 5l i Casex 3l oy )5 (S aS wed ey (Sloj G S Niged G S g @

¥ asb

(25,005 3las ol 05,5 S5 s a5 (g0l,81) € Sy 09,5 & s (5 5lwaidS ol 1 29,5 Cluil G puSaw o
Vsl (P (29,5) €(F9,0 09,57 ols ez i 4 hled

L) oy SIS aaly 58 g > teoe gz (ot &y o bl ol Jos (55 @
o plonl ol b a8 o (5 S e 355 e by ol 5y JulS AL

1 Protocol Additional (i) to the Geneva Conventions of 12 August 1949, and relating to the Protection of Victims in
International Armed Conflicts (adopted 8 June 1977, entered into force 7 December 1978) 1125 unts 3 (Protocol) art 57 ( ‘ap
7).

92 jcre, ‘Artificial Intelligence and Machine Learning in Armed Conflict: A Human Centred Approach’ (2020) 102
International Review of the Red Cross 463.

% Lindsey Jacques, ‘Facial Recognition Technology and Privacy: Race and Gender - How to Ensure the Right to Privacy is
Protected’ (2021) 23 San Diego International Law Journal 111; Joy Buolamwini and Timnit Gebru, ‘Gender Shades:
Intersectional Accuracy Disparities in Commercial Gender Classification’ (2018) 81 Proceedings of Machine Learning
Research 1.

94 Lucia Vicente and Helena Matute, ‘Humans Inherit Artificial Intelligence Biases’ 13 Scientific Reports 1.

95 Megan Garcia, ‘Racist in the Machine: The Disturbing Implications of Algorithmic Bias™ (2016) 33 World Policy Journal
111.

% Andrew D Selbst, ‘Disparate Impact in Big Data Policing’ (2017) 52 Georgia Law Review 109, 134-135.

97 Nils Karl Reimer et al, ‘Self-Categorization and Social Identification: Making Sense of Us and Them’ in Derek Chadee
(ed), Theories in Social Psychology (2nd edn, Wiley-Blackwell 2020) ; Miles Hewstone, Mark Rubin and Hazel Willis,
Intergroup Bias’ (2002) 53 Annual Review of Psychology 575, 576.

98 Michael Bar-Eli et al, ‘Action Bias Among Elite Soccer Goalkeepers: The Case of Penalty Kicks’ (2007) 28 Journal of
Economic Psychology 606.



*
o
Frpeen \v

Wgad gl el snnlie LB coias jigr sbaalole X0 g (FRT) oz (adeis slaaibols ;o ooy )8l (6,5 g
Gows a5 Bdgr 0 Lbjgel (odosls b Coiz (soiaids slagt ;o1 a5 slo yLis MIT [0 «Ci> sloasld (o395
aS wlools lid Lo g% 091 oS Camwgy (S, ol 31 Sllids jo (Libcds asl (o g Cawgyaniw o8l glai ol
Jlio Wl o (5 S gm (l Ml gy Canagy Ll e I s XY 0y Sz b 0Uj sl Lo yo80 cal sl
G5, 4 Wlosls Hlis oo (o2Bly o)lge T ams ali8l |, Seld Glaal b leells e 28 5 oLl b s ol oLl

el eads Cowgrobew ol 31 (6, s 4y i owliinl Hgbody g8 (5121 ;o (FRT) 0,02 aueis sloailolu

EFmas Gh9p p s 6 pSpeeaal Slaidy slaaliln SUly Sl (See (o581 (65T 90 (s T B Slilee )
St (25,5 Ll (6565 5 cnl 2 ogdle TR alS 9t d g g9t SBlanl Gles el )3 1, (AL-DSS)
iy b clailin, sl oy sl s plSim IS pol ol lgmeatils a5 ols (Las Yo o8 Jlo o dalllas o5
3 S g wZales 50 1 Taiog 00,5 (58 928z b Cnn g5 (IS sl |y Lol 1 M Tesie 5SS i e €t
gools Gilidlly egian Shsa slaaog 4 ] plin @y (60T pramal sl laaile (59, ,Ltd wilgi o 0 Shae

Vo YU I, S Ban (o las

e 5ian s (331 55) plagl Y F
5 1T 0gd 5 auis a3 Lial 5 QaSand Lp)lS 5 (Baiasangs ln Ypors (s Gigh psiins sloailel
VF 8IS e il g ben glapiae <50 oUlg 5 a5 8 252 plesl ol 5l il glail oo laey] b
sl bl a8 b ) w09 0 bgrye (£5ian Sigr slaailols axwg 5 Gialejl (el >k sloanl 4 codlad
o)l o o zs,5 wls oz g rized 5 o] @S (i 5 e 3 Shes S0 (sl o) Qg @
G S ool yoann (53,5 L3S (gl saimangi by )5 LUl el oo, Sobl pleal 5 6, Ko0 IS Vs ls

Vhoasall )l slaaos LYS swyp s pieew

|, sias ish Laugi saiays loaross anli el S o sl ceile 5 Gl ol o ol il alesl glsil oyl

@‘05—'4} LngCAS)_wg l.aqu5o ..\.».564 C).E.Ab_io u_:lal.\.> 5o 6)_\.)..\;.,“]95_“@ o)l.g)o QS’LQQ"‘_“J)J 9 J.»..SGA LRVE N

% Buolamwini and Gebru (n 89).

100 Kevin K Fleming, Carole L Bandy, and Matthew O Kimble, ‘Decisions to Shoot in a Weapon Identification Task: The
Influence of Cultural Stereotypes and Perceived Threat on False Positive Errors’  (2010) 5 Social Neuroscience 201.

101 Thaddeus L Johnson and Natasha N Johnson, ‘Police Facial Recognition Technology Can’ t Tell Black People Apart’
(Scientific American, 18 May 2023) <https://www.scientificamerican
.com/article/police-facial-recognitiontechnology-cant-tell-black-people-apart/>.

102 Ashley Deeks, ‘Predicting Enemies’ (2018) 104 Virginia Law Review 1529, 1577.

103 Fleming, Bandy and Kimble (n 96).

104 Keith B Payne and Joshua Correll, ‘Race, Weapons, and the Perception of Threat’ , in Bertram Gawronski (ed), Advances
in Experimental Social Psychology (Elsevier Academic Press 2020).

105 Nema Milaninia, ‘Biases in Machine Learning Models and Big Data Analytics: The International Criminal and
Humanitarian Law Implications’ (2020) 102 International Review of the Red Cross 199.

106 It is important to note that these terms lack a universal definition, and their meanings can vary depending on the author.
197 For more details about interpretability, see Jenna Burrell, ‘How the Machine ‘Thinks’ : Understanding Opacity in
Machine Learning Algorithms™ (2016) 3 Big Data & Society 1, 1.

108 Ashley Deeks, ‘The Judicial Demand for Explainable Artificial Intelligence” (2019) 119 Columbia Law Review 1829,
1832; Arthur Holland Michel, ‘The Black Box, Unlocked: Predictability and Understandability in Military ai’ (United
Nations Institute for Disarmament Research 2020).



*
o
Frpeea \A

s Blad oty X 5 5sel (gl oatosliul glaosls oL ,s Yons

Al) egian Gigh p i (655 el (Slaidy slaaiblo glaaog Wl o collii oailep S, LT aS 555 ks

A 150 g Wlowds (6,188 ez s S8 Blawl lgie 4 Blaal S 1> aSol ohg 4 S (S o 1, (DSS

O)lee b (8 (ls aieils (AI-DSS) (egian (552 p i S poe—al Sliiy loaiblow slaarogi S )3
ale wlgs oo aoss ()] 5 gl 059 4 bl (] Baipsarwys glp oo M cenl 4z BB mls g uaiass
ol i Glaal flaie a4y —olB ol 3l = 0l s )5 s bl ladd Lo 4 M aiS Jee ol 4
Gl TS ol il (S bliz 4 by e Sl )0 Wlgiioe 5 (b0 Sl @ by e SISt lonss Gl

M lgie b et an (hgn p e sloailal w09 (Sogie JBe g (Soamn elel Judo a5y

MY 54 0 a3l « (Accountability Gap) (s pd ol sine

@ (ool 013l 2 wimd oo byl ) wiind mie (ALDSS) (egian (o9 p( e (6 S prends (Sl laailoles
2,18 3925w yob (65 ol Jlaz gl 0ols )5 A Slesgs I alloads aogi plns 09,5 S sliacl lgie
loaely (85 059 4 S sleiel sabady slrdsss 4 wilss o Sloy ax wilay 4 canl Sl el oaile 3 G (6l
> gl S8 e s drcppizeen 055 S pe b DLl 4 ot C il (See bt og )] ulsly e
@,L3; Az )3 )5 waleS (6 S el A e WIS (e W5 el (Ko (g (h9a Buindanns
SV s e b o650l sloaogs aS Ll 51 Tas vales 2l seiul bosls 51 ool ax b os aslgs Lo
iy milsB b ogilly o5 05Ky 6 banzrld Slaor i E sl e sallis laaibe b iy o adyi Ll Ul

Al olas o JHL) ailiwgs pio

ol Oldoc yo Sloal Gl 48 . F
sleolaiul jo ¢ gollas Sllae o Blawl il gl8 o559 4y 9 THL) abwgs iy Jadliyn 3oo> 0,0 5 a4 s ()

&lp (FRT) 0 54> aie i sboaill s 4 (AI-DSS) (P Jgd p Soe S S o ai Sl —iy slaaillw

WS o ariee 4S5 el gaelsd Jols  sellai Sldos jo Blanl Gl gild o5ls 1 oo olas (6,800 slo s 15 poanas
WS> wad o il e ] 858 18 ales 050 dilodis sla s T 0 50 il oo Blaal b ol 8l el b ax o
el b ailgs oo (FRT) 0 gz (anseis sboailolus g (AI-DSS) cgiwas (igh p i (6 S poenad Sl sboailols
Ay S0 opl 35 ped S e ooliiwl Egdge (pl zu S (Sl €,05gW (60,50 dnlllas 1 g aiil 5 Lul b lgen acld

ol Lol ol

109 Brent Mittelstadt, ‘Interpretability and Transparency in Artificial Intelligence’ in Carissa Véliz (ed), The Oxford
Handbook of Digital Ethics (Oxford University Press 2022).

19 Burrell (n 103), 4.

" Yavar Bathaee, ‘The Artificial Intelligence Black Box and the Failure of Intent and Causation’ (2018) 31 Harvard Journal
of Law & Technology 890, 891.

112 Marta Bo, Laura Bruun, and Vincent Boulanin, ‘Retaining Human Responsibility in the Development and Use of
Autonomous Weapon Systems: On Accountability for Violations of International Humanitarian Law Involving aws’  (sipri,
October 2022).

113 Marta Bo, ‘Autonomous Weapons and the Responsibility Gap in Light of the Mens Rea of the War Crime of Attacking
Civilians in the icc Statute’ (2021) 19 Journal of International Criminal Justice 275.

114 Bathaee (n 107), 924.



*
o
Frpeea 14
soled ool F)

a3l (THL) abinogs iy Jhodline 3si> € ool Jeob i & (CT) (s aSols Ml lozs bwgs jules Jool
omi (AP 1) \ ‘_gl.x” JS..”, A oolo e oucld U"‘ .‘WCA_MJ‘ C)"‘M (CIL) gsLL"J‘U"" ‘_;J.c oucld Ls.i Q‘?“'c X \mod_.i}

o

o ol ana 0 a0l (6,5 0 8 b slai e Glaal g polla e Comas 5l Cblas jglate ap
«asS Colan ellas Glaal ade laas

QU | 555 SV 5 i 18 U5 it 5 g8 el s lrbons (5259 b 45 5 o ] o0
b oollis o S aSST K0 MMVl ggien ollii i ez b olallis ol o e (5 o308 LS Cglin _gilh il
(DPH) €5, )0 0aiuS' e jlice sollas o» lgie ay g ools s 5115 095 S9ilB cblax g 05,0 )0 puiies &5 )L
Bas 4 SLdl e (s so iy el e Dygmo 4 g NS 18 dles 050 i el e Slaal Moy b ansl s
0575 b B0 «mBge udle Juo araf aii e el jlarwo o ¢ el Glaal Mais 5 el oy wome ol
ol o wgzse Ll d o o] (g3l s b Bl i 55 5 )l (ollsS Jos )3 (5 50 s cplonli

LS o oS5 |, K055 a5 o s (cumulative) zilil b b g5 iy ol TS e oalp gz i b
155 ge S 3 1, (FRT) 00 anieis lotilales (39,5 €aish aiile slilels 51392 g0 comiurcioms; (sloools
srailelu 3l oslaiul a5 Wakixe ), Kidgh A0S (6,:59, 5 ool (o 1) riwdan ) 0old JL o sudicud of 8
L”.a;- u.,.:ljs ‘L}"‘ };os)Lc .W\J.J.S )J‘JL—AAJ] ‘) J.:Lou J.-@‘ L 6ML: gh‘yksc él).9| ‘jL—-hA’LN.AA, Ls‘J" (FRT) 0 = ua.~>=...m.:

S Lol MTTALS o gaian |y (FRT) 0,02 (awisd sloailolus i oolatul puiine j3bay THL) aibiwgs iy Hollips

WYJ...)L: able O¢>9 .>|)_e| )‘ Gwl} (_;La:os)f L,;:Lwl.wu 6‘).: C’_’waéj\.\m Sl

PSR L TS SR COPS LI [P X YVINE GOV oS S I VISV R U | FUV) I 1 I RS W) R R R L SN SR DN
ool 5 b ol olos sasbazslis )l 0,8 SO LT oS lols sl el (Ko (FRT) 0 > (andeis slaasboles
WS o S o ol ools oKL )o‘)l.t_'éASLgo)é NPV ol b bl 4 s (FRT) o > anseid slaasbolas g

Sty gaiblw oS 5 (o (gl S god s |y (THL) asbiwgo pio Jodl iy 3ad> ubo ol S98 Coxg g

15 Legality of the Threat or Use of Nuclear Weapons (Advisory Opinion) 1996 icj Rep. 226, 257.

116 Jean-Marie Henckaerts and Louise Doswald-Beck, Customary International Humanitarian Law, Volume i: Rules (cup
2005) 62, rule 7.

17 ap i (n 87), art 51; Henckaerts and Doswald-Beck (n 112), rule 1.

8 ap i (n 87), art 51(3) ; Henckaerts and Doswald-Beck (n 112), rule 6.

19 ap i (n 87), art 52(1) ; Henckaerts and Doswald-Beck (n 112), rule 8.

20 ap i (n 87), art 52.

121 Boothby (n 8), 397; Zwanenburg (n 43), 1416; Mitchell (n 7), 305-306.

122 Mitchell (n 7), 306.

123 Zwanenburg (n 43) ; Emily Crawford, ‘The Right to Privacy and the Protection of Data for Prisoners of War in Armed
Conflict’ in Russell Buchan and Asaf Lubin (eds), The Rights to Privacy and Data Protection in Times of Armed Conflict
(nato ccdcoe Publications 2022).



,‘}amaﬂ v

UL"""' (SR gR Sl » 05)*9 ‘»‘9"6“ (FRT) 00> ua..m._a 6LQ=UL°LM.» la (AI-DSS) (S G u,u}m P LS)"EWM
g b el les sasaislis 5l G 0,3 LT aS aas

blie 5l oo o0 S g oowme slalaae ;5 (FRT) 0 g Laniis sloailel s cmoii o Joinl b
ey 4 ]y o ypz dadls g (e84 Cad Oj90 (55518 asgly Jdoas allelw o)y Jlaiml w036 aiile Corez
Sl | solla e SO olail 4y el S dilolns pm w9 o0 LB slacuite 4y ponin £a050 (ol ST oLl
olial 4 l) Gleallai e (55l cnl gl (a5 : 3l sl (5] (oollis plie S a2iS 4y aiS oLl (ulos 5L
P92 s &S e Sty glaallabss sl osliiul (il by TS (o g I el ulox slodel e
il 5 0l i5e a8 Cead e Comazy 3blio 5 (FRT) 0,02 asieis sladiloles b ol yan (AIDSS) e ian

Ol g Gt (oS Az g cl ol S A 04 adeiie U ol (contextual) jsorecaxBge et iojls pled fuol
b el ol 3l gla)lid ) g Sloladl 5l gloduzmy Judow auejls Sbs,) cpl s doz 5 BB ile SO S 6l sy
o o zudgs (Christof Heyns) Luivs g S a5 jsbylea Mool ol ke b oylosllss e 4 3laite 45 09 ateine

¥ ogd JB ples € allas e Lol b (655l g €0 ks s 1o 318 glaxkad a5 ol oy wilsty sl aileles

Loy 1) el (555 Wlosns) DPH opn g 4 45 loallis o (6 o500 (THL) ailiogs i Ml iy o> (3abo
Iy Gz 4 DPH a5 oS ood iy y5 l.a.\.so (THL) &g o Jladliym 3oi> . TYailools cows 511 093 Sgild cbsla>
o553 3 ol 5ot 45 glas S 322 (e Bl 3] ol o5 035 o ol 451 ey e JoL
DPH (5.85 ciy ya5 ¢ Jlo ol b Tl oo adpdy Mol (e 0asld G lgieds 5550 ol M A0S o5l e
@ ollaiyed S hos ploj Gt Sl (Sl ICRC (6 pmads slotal, M sl Gl Sy S 5550 lizron
S (2b)l S sl g Tl sl paie A jemmediamdge Judmi wiejls DPH b, " el 00,5 431, DPH

(g (gl guile 5,13808 @ T ass 5 g Judo cpl Sy TN ls ax gt 0,8 Loyl g daB 4y 45 (go0e & el

124 Frenkel (n 16).

125 For more extensive details, see icrc, ‘icrc Position on Autonomous Weapon Systems’” (Geneva, 12 May 2021), 9.

126 Christof Heyns, ‘Report of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions’ (Human Rights
Council) A/hre/23/47 (9 April 2013), 67.

127 icrc, Commentary on the Additional Protocols of 8 June 1977 to the Geneva Conventions of 12 August 1949 in Yves Sandoz,
Christopher Swinarski and Bruno Zimmermann (eds) (1987) ( ‘icrc Commentary’ ), para 1942.

128 ap i (n 87), art 51(3).

129 Henckaerts and Doswald-Beck (n 112), rule 6; The Supreme Court of Israel, The Public Committee against Torture in Israel
et al v. The Government of Israel et al (Judgment) Case No. hej 769/02 (11 December 2006), 50.

130 Marco Sasso li, ‘Autonomous Weapons and International Humanitarian Law: Advantages, Open Technical Questions
and Legal Issues to be Clarified’ (2014) 90 International Law Studies 308; Michael N Schmitt, ‘Autonomous Weapon
Systems and International Humanitarian Law: A Reply to Critics’ (2013) Harvard National Security Journal Feature; Kenneth
Watkin, ‘Opportunity Lost: Organized Armed Groups and the icrc  ‘Direct Participation in Hostilities’ Interpretive
Guidance’ (2010) 42 International Law and Politics 641.

1 jcre, Interpretive Guidance on the Notion of Direct Participation in Hostilities under International Humanitarian Law
(Geneva, 2009).

132 For more details see ibid, 47-50, 51-58, 58-64.

133 ibid, 42.



*
o
Fryeea v

S il gl B 5Led DPH g lusllaijof (e 385 Wil a5 slaisS @y Lad e polic plad oS 5 5 bagSl lulids

'Y .

e

Iy bools b oS o colain] egiuan (o92 p s (653 ponad gl slaailols 5l o i)l ¢(6 K80 slacaadge jo
pattern-) ¢31 Gulas lulys Judows cpl g BB ples Sl us 5 S5l Slaal o g oS il |, Sledbl 5 (6 )9lanx
2 (ALDSS) (egimas (198 pgiie 6 pS poomal (Sl laaibolw (& vced 5 (nl 4 2095 o0 pll (matching
) o oo i e Loailel e ol ] L PSS o i S ] Loosls 5 it oa e ilo a5

P s plil BB ol a5l el cpl 15 caituas (causation) e alal, jaseis 4 50l Lol wiss slobs

5 ooler oudaisls slacl glo T aissa 0,50 ob b oo >l)b €« uig¥» allelis a5 ol oals asa¥ (U (6l
ol PIT L b guie 0,8 S5 oS!l Jloi| B ooy 40355 ool b pudile (6,.50b Jaw ol "Waass Slubs 1) PIJ
alin bli,l glagSlas |y ol 3l aE» jaig¥ aS ools mudgy Judl jusl (i3 ) o)l 51 S oS gamas, Ve e Y
el ol o cublass sgaaS Jdo a5 ax 31 kil 00,5 (5,105 cedle sloil 4 il PIT L oles sabaisliss glacl
oboollss e a4 el 516 ols Sl caeal 515 Sls bl 5 GllS 0er oT Lel sl o Sledlbl ol uwls

D5 oslaiwl Seild e g JeilB Blaal o pled gy canlin slaosls 5 098 (5,5 gl

srailolw 4 ST L oS co Jos (pla8] (6 103 uomal (6 55 T 0dalinn) «OODA adl>» g jl> 0 b 23] S
By S xS pre—ad g ol Sa 1) 4l (nl Glg oo (ALDSS) (egiae 5o p e (6 S el Slaidy
5 s slaog 5 Koo by ules 0gill (slocel o)y Sledbl o (ol ,05gY a5 el 1 51 S o, 155 s S
009 o 5955 St b plolids (gl jaigY 5l as 00,5 edel LSl sl (35, ax (ST 095 oo oolsin] Baw s al> o
Al 5,5 5 5yslaex 1y 018l o)L 0 aliee Sledbl wilolus ol 45 sims o ylid b o155 Lol T 00 o solazl of 3

AL lex gas Cal ([Sen oS a2 o lis a5 was o
5 oS o 2boy |y SeSine 5 )L a5 cl « Where’s Daddy?» asbeles 31 oolas] el 0aisS 41,55 0559 43 45 e9u090
5 30 g 1y Blaal 15 45 0ad (5155 0 lge (F 50 and e ke Sl el (55| 4 gl ge 095 il 85 (B
Where’s » 3,055 lolis 90 ;0 45 09 oo a8 'l 05,5 )l Loy v a3 )0 54 o0lgils slacl aS Sloj >
Hadl e 39a> 3ubo 0iylo DPH Con o9 a5 Slollsi 8 am )51 adloa i solx ol (5 500 0n,8 ,o « Daddy?

134 Jeroen van den Boogaard, ‘Proportionality and Autonomous Weapons Systems’ (2015) 6 Journal of International
Humanitarian Legal Studies 247, 262-263; Sasso li (n 126), 328-330.

135 Holland Michel (n 4), 36-37.

136 Hengameh Irandoust and Abder Benaskeur, ‘Human-Autonomy Teaming for Critical Command and Control

Functions’ (ieee International Conference on Human-Machine Systems, Rome, 2020), 3; Matteo Pasquinelli and Vladan
Joler, ‘The Nooscope Manifested: ai as Instrument of Knowledge Extractivism’ (2021) 36 ai & Society 1263, 1276.

137 Abraham (n 12).

138 ibid.

139 Owen Daniels, ‘Speeding Up the ooda Loop with ai: A Helpful or Limiting Framework?” 2021 Joint Air &
Space Power Conference, 159.

140 idf Website (n 14).

141 Abraham (n 12).



*
o
Frpeean vy

DPH o5lgils guae ,o LT aSyl ol ey JolS oolgils G o) leas Ll WWigd oo Dguine o8l Blaal (IHL) aibsgs yuis

plie SO Yo YY Jlo 50 MMogi s (qmypr SleMbl () KLl Loy o) jaigY (2,5 o aiS Sty 45 j5boplen
4 s o Jie Sax L2l g 5,40l Y siane 4 0d ooy Bl ol &g 0 ) TTasS o Jsb aiids wis

¥ 0isS oo (Gusb THL) ailiwgo yio Ml i Jgol olul 1) ooyl Sledlbl ol oldl g Slles

Hdlim Ggi Gl ) 9,8 (958 Condg (ALDSS) (segiman (192 e (65 ool Sty ool (29,5
3 (FRT) 0 g aseis sbaleln oS Sleialy 1) )15 gamaiws wilg go bl caiS cod (aseie (IHL) asbiwgs o
1y 3,8 Gl Comidg Al god 5 W10 3 )lS7 oy (PrimaCeam (slosls il o8 Zugm a0l b plalis (sl s
Bsa> Bub ol 3l Cax g b wias sl Bsa> oLyl Wb (FRT) 0 g e —is sleailll_w g (AI-DSS) 9 —as
Sy sbabls lawg Sledbl sl (S (558,5 oauol Jlosol 4 a5 b 09l aseive (IHL) aibiwgs iy Jolliy
Slaal 5l Ssil e Blaal s ol livebl Jiw a5 5 )ls Coonl (AL-DSS) coias (550 5 slos (655 ol
0 (K ool slazel oLl g cds 4y jaigY >y, aS ol 5o ples BB Gaa Gl ad> 10 40 9l

S92 9 (FRT) oy UGM LSLQAJLALM 6[.9@3)} 9 GQLM Glasl cds ) 6‘;: ‘éﬁlf Jm_‘.u); aS Cel ‘S»L..>
258 ad pled ol Cole ) g 00l bl o Sl Gledbl 5Ls & jao jo sl alils

Slaal 4y alez ply 0 Cilems SO lgie @ oo (THL) aibiwgs iy Jlodl s 392> 4o (Proportionality) cewls J—ol
) S 0,9 (8 S omomatl 5 (53588b 2 Jytons o131 45 el (bl ool Sy o 5 "W oo Jas e et
(CIL) JaJlips (Bye 00sls o ol ol MTPaiiS (60055 waisS o (aii |y cowlis sasld a5 Sloladl 51 o5l o pile
il 00 (905 IS cpl 4 (APT) VSl JSSg 5 () (D)D) sole ;o ¢ " Togd oo ogmna

Lyl 5l oS 5 b ol e Blasl o &)l wd (bl 8 ol b lals st a5 SHes»

Eaian il a5l g JUATIS g0 s g (adtiie  collal e 4y Cd LAl () g ol ails

€l

55 5 el é ol b 5o ala 51T ogilly Sl alam 51 L8 Slkos Ygiaws a5 08 o Slomyl canslis ol

)JLAJ J_.o‘ ‘b_u-'y od— OL?U‘ wés..\.?bo » @L@‘ C;ubsu\m J_.o‘ uJ‘ cw).' U"‘ aQ \.\J)«i' ).la; 5o ‘) ‘SAUa.:)*C J‘s.o‘

142 ibid.

143 Newman (n 21).

144 Mimran and Dahan (n 22).

145 ap i (n 87), art 51(5) (b).

146 ap i (n 87), art 57(2) (a) (iii).

147 Henckaerts and Doswald-Beck (n 112), rule 14.



,‘}amaﬂ vy

1y —0g oo axaS « il &)Ly o] 4 aS- sais 5 a0l e Blasl &l 31 ailcabbge Yot ans Db oo rgmmna
b ol ool Glaml g oyloallas oS Slwlid coiiand o 5l i ool Cojo 0 Cand a5 olay] g oS b))
Aoz g 3,8 0959 Koz y0 Bl S po b ol Jlas a5 0,50 o ol cpl aiiles Bgame il oyl 5l 6l o
SIS 90 i ns 5 (gale (oollai Cugo ) o JUED 90 (ilar O)lns oS (elols 0wl S58 Wlg oe (ol

VA asls

Mo il et it g 2Bly 5 0g— S0 T (contextual) jgmecaaBse O yeo d b L g0 el oo

b Yw 02-5a8 138y yuranndd Lol MPV0 10 093y a0 o LSS |y callsl Co e gz Az aSul o)by0 alise slaolSass
Sl Hleiss g Cows o juexcessive b «ox 5l i pagie Tallas O & il €alax JS 18,5 Sl o
s 31 AL 59Tl el 4 € BT o sonls )5 05 sl s Tl Jlacl 5 i
() (V) BV oole 595 oo ' mge il 31 g M0y oo a4y o] allas e Blaal o 565 ¢ sy cawl (ol ols
S oo b 55,48 |y ala oS ol LS eige Lol ol ol 45 WS o s 55 ) Sl US55 (V)

$lr Gl Glaie 4 Lol coais (a5 (THL) asbiowgs )is Madlipn 398> 10 € Jgdnn oaile 3 o lasliwh ax> 31 .0S

‘AV.&:AMJ‘ IR M 94 WL\S o)la.).b g_)jl..a.s

S0 alolu b olpon jaig¥ ailelu a5 wims o ylid Local Call 5 AVY+ aloes (gla 35155 s oy 35 jion a5 jsbjlen
3551 modis g i lals slaes ‘M.o9_;;', dwlxe dlox 2 j0 Jlals jge DAl b 0g—i so oolazul the Gospel ol 4

W azes Giali8l o il il Sl zals g el o ye 4 5L 0,8 Jolee b,
Sl )90 50 Lcasgamer S, ! 23l as cwl ol 51 Sl o i,l55 aS cewl opl oz SIS Se o Jlonl b

&y9lae b aS oS o oS (6 nKum 5o i cds 25, e Sl kel ools el 1 Ll jge leellas d

148 Amichai Cohen and David Zlotogorski, Proportionality in International Humanitarian Law: Consequences, Precautions,
and Procedures (Oxford University Press 2021), 4.

1499 Yoram Dinstein, The Conduct of Hostilities under the Law of International Armed Conflict (3rd edn, Cambridge University
Press 2016), 108.

150 Nils Melzer, Targeted Killing in International Law (Oxford University Press 2009), 293.

151 For a narrower interpretation see, icrc Commentary (n 123), para 2218. For broader interpretations see Judith Gardam,
Necessity, Proportionality and the Use of Force by States (Cambridge University Press 2004), 101; Program on Humanitarian
Policy and Conflict Research (hpcr), Commentary to the hpcr Manual on International Law Applicable to Air and Missile
Warfare (Cambridge University Press 2013), 45.

132 Cohen and Zlotogorski (n 144), 66.

153 Michael Wells-Greco, ‘Operation ‘CastLead’ :.Jus in Bello Proportionality” (2010) 57 Netherlands International Law
Review 397, 399.

154 jcrc Commentary (n 123), para 1913; Geoffrey Corn and Andrew Culliver, ‘Wounded Combatants, Military Medical
Personnel, and the Dilemma of Collateral Risk” (2017) 45 Georgia Journal of International and Comparative Law 445.
155 Cohen and Zlotogorski (n 144), 78-82.

136 For more details, see lan Henderson and Kate Reece, ‘Proportionality under International Humanitarian Law: The
Reasonable Military Commander”  Standard and Reverberating Effects’ (2018) 51 Vanderbilt Journal of Transnational Law
835.

157 ibid, 840.

158 Abraham (n 12).

159 Sasso li (n 126).

160 Abraham (n 23).

<



*
o
A Sossgsst AT

)‘ = 45...»‘ ).»‘5....9 Sl oo; )bLo 6‘4..;[...: J...u“,w‘ QJ‘“) w‘ ol u&o.n d‘u\.@‘ ...\.Jy 6‘).: ul.c)“o‘ )l503:> 9 &
ai¥ 5 Slolie 5l (S K0 o 5l Tazas oo plasl 69,8 ol alem o sl LT dales gl Bue S ok

| \ld|

) ol pé oo (25 )l ez (S p ;0 a5 00ld zdgs (5,500 plie T k05l sod Cole) ol Juol ( Jos o> a5 Cl
V¥l atils jlre (wles o)l laaile 8 Slaal 5 K0 yo

sl Jeol &y gty Wilgi oo (AT-DSS) (egian (5s8 s 635 poadl (Gltdy glrailols 5l oolizal (IS j5boay
Al s 3,10 3929 g8 BB la SIS (o ipl b isy gy Dlali 0gall slaws o)l y0 5580 Sledbl &l L |,
Co o &) G ] 45 QLS o (o g 05 o ooliii] il &yl bl 6l 99290 Sledbl 5l S50 jgbas 5,1 LT

e b iley (Bb bz s s ollss

iz Slolll e3> a5 s et iie Wdline (Bl Hhal S o il ade b obj )l jo Wl e 0 ax U
Sy 4 azgi b angS o 1,500 0 8 giluesly (2ol Jgerd SO B o Glgisa Ty 3] psies g j9omecandse

775,538l s uile (6,135°05 j0 1) s ol sl gt ol 5Sae (555U a0y

45 oud Cony (rizred
i) 45Ty 2 T ol 4,08 Lo tle oS i 03 laglzb iaili (L) g,y el i
Siz 5 osiils g slaiy LT o 05 e e |y s ) 508 5 ol b P S5 anly e
5 ol Cuye copl pogdle A S L i saii St (ol g plp o (Bolal slacaw] 3,5 Jolaie 4y 408
S s @yPee et 125 0,8 alie Jpoyb S slesles sslinl Gy 5l Glsicad 1 pleallii zod ey (ol slac]
8 lailinl G ol B ol g el WVkaolae Julge (g5l o8P 40 (Lol (6 )lgu0 oM gy o 05 dgg LT

10395 oo cpliiins plyg a5 jsblen Vs ls el ed  Beis

Sasb ) ] Bl oo 5wt alie BB 0o b oS S ) ol o8 00 ly &)l b Sl g (allss cuje »

Qb:@ Iy leollas e 00l Q\)l_.&ﬁov\_bﬁu’;ﬁ Slal w8 18 S e goue CW&)QJQ;M

101y av 1737 [A Glimpse of the idf’ s Target Factory that Operates Around the Clock] (Israel Defense Forces, 2 November

2023)
<https://www.idf.il/%D7%90%D7%AA%D7%A8%D7%99%D7%99%D7%97%D7%99%D7%93%D7%95%D7%AA/%7
%99%D7%95%D7%9E%D7%9F-%D7%94%D7%9E%D7%9C%D7%97%D7%9E%D7%94/%D7%9B%D7%9C-
%D7%94%D7%9B%D7%AA%D7%91%D7%95%D7%AA/%D7%94%D7%A4%D7%A6%D7%95%D7%AA/%D7%9E%
D7%9C%D7%97%D7%9E%D7%94-%D7%9E%D7%98%D7%A8%D7%95%D7%AA-
%D7%A9%D7%94%D7%95%D7%AA%D7%AT%D7%A4%D7%95-%D7%9B%D7%95%D7%97%D7%95%D7%AA-
%D7%A6%D7%94-%D7%9C-%D7%90%D7%92%D7%A3
%D7%94%D7%9E%D7%95%D7%93%D7%99%D7%A2%D7%99%D7%9F -%D7%97%D7%99%D7%9C-
%D7%94%D7%90%D7%95%D7%95%D7%99%D7%A8-%D7%97%D7%99%D7%9C-%D7%94%D7%99%D7%9D/>.
162 jdf Website (n 14).

163 Abraham (n 12).

164 bid.

165 Robert D Sloane, ‘Puzzles of Proportion and the Reasonable Military Commander: Reflections on the Law, Ethics, and
Geopolitics of Proportionality’ (2015) 6 Harvard National Security Journal 299, 322-323; Cohen and Zlotogorski (n 144),
59.

166 Schmitt (n 126) ; Sasso li (n 126).

167 Sasso 1i (n 126), 339.

168 van den Boogaard (n 130), 267.

169 Cohen and Zlotogorski (n 144), 59.

170 Michael Bothe, Karl Joseph Partsch and Waldemar Solf, New Rules for Victims of Armed Conflicts Commentary on the Two
1977 Protocols Additional to the Geneva Conventions of 1949 (2nd edn, Martinus Nijhoff Publishers 2013), 227.

171 Sloane (n 161), 301-302.



*
o
FrpeeM vo

Oeed Sz (S o3lal LB (g lae Dyeods 1) Uaml 0 a0 colld Co e lgT ge aisSe Lol 0,8 3590 b Al

CoasS oo Slia 1y 99 Gl G Ol 5 (Soe Shomins o bl 6l (OB 40555 el e ganlio BB e

7208 oo )13 gl 5l slod S il 3l o g il (108 Cunnle ol sla ol 45 035 o SVl (5o
ol Oyl b Sl (V) 5 lasils jge (oollas S e (V) 135300 plol Sglitte (33)) 99 (hamions (bl (2551
US55 oo ol sl (051 31 ot L oyl ensl 3,511 BB ool o il sl 48T o 5o 00 i sty
cpbinns 9 aine calls Co e €A Cand lallas i col i b o las LT aS s ob5,l b Jgtae 3,8 ) Sl
yobdy wilgs o sellas e Slals (gl oy oo 3l o0e SO i (ol 5 b 0gr ales (excessive) o> 5l o
Soje b asmlie jo (Sl Sllud aSil Ko S Gabi |y ol (nl Wl oo alos SG a8 b)) el Jool 38
Jodo 4 WP e @ el e glad G pgpho 90 (pl pm Jobe ol il o 5l s qenBine g (wgede ol
8957 5 bl oS S (s iin 35 392y (laime Gy o Tl (g e AT s @ g enlis (nl (e
oL g o (Molline 4aS ki cipl 5 odle 05 (Slbos g o (Goile (5510505 0 |, petlio 0l g
Jie p e glalines 0l 2z 52 5l e Lol Joll s il 100 31 e (53505 b7 4z 5145 a0 0

Wokail sollsi ylawsle,d (gl s s g o

Sl a4 Wb gl g egan (hee ailelus a4 il ol ouile 3 ouge  (golganing D Sl 31 Sb 1 Lol )b ol jo
Sl >g,3 a5 WS gl wli g ol N4l s (osd slhaibiln oS b s Gl 51wl colls ol )8 copl o
5 S 1y el & s «the Gospel» ailols 1 Jlie sl "Vaasas oo @3l ) e o sloosls b 3las cdié> oy
Aol Jawsgy oas &3l Oledlbl Corws pac b Cors jl Hlaicd s a5 col allas onsle 8 Codginne ol ciS 3y p Candly

A8 L 1) oo sla bl plil o8 )b the Gospel
Lug oabady saog b Juls o |, « Jatne collis odile, o laslin] olg5 co 45585 10uS oo dlou| oty alivss ()
as ol OM] Yoeoo JL.M) )o dJL—M’ dguﬁ 6}“’“‘5 (_J‘L“”U"*’ oLfé‘o A.M.QS @Lﬁ; w)‘; )o .o; JL@&‘ Lﬁbp.u)jf.”

625 Mol oBols (8 onigy 10 piren AR R P V- PON ol oaile 3 oape Wb d Gla ;) ppei®
1,5 el @Blo S5 5

172 Dinstein (n 145), 158.

173 Yuval Shany, ‘Toward a General Margin of Appreciation Doctrine in International Law?’  (2005) 16 European Journal
of International Law 907; Luke Whittemore, ‘Proportionality Decision Making in Targeting: Heuristics, Cognitive Biases,
and the Law’ (2016) 7 Harvard National Security Journal 577.

174 Cohen and Zlotogorski (n 144), 59.

175 jcrc Commentary (n 123), para 2208.

176 ibid.

177US DoD (n 66).

178 Office of the Prosecutor, ‘International Criminal Tribunal for the Former Yugoslavia: Final Report to the Prosecutor by
the Committee Established to Review the nato Bombing Campaign against the Federal Republic of Yugoslavia’ ( ‘Final
Report’ ) (2000) 39 International Legal Materials 1257, 50.



sl
Frpeenw v -
s et S LT aS 098 vy Sl a3Y 5 b Sl 039y camslicie alos S5 LT Syl s (51
Slals a5 a8 s s A wilg oo 0990 Sledbl 5l Jahine solii wl b g al o aBlg b, & y0 olST

WA b og ales oo 51 oo oyleellas 8

Syl sgzge leMbl plas el abbge aSly oniy Gili> o p—i? Wls ol onile,d i aiiS oS jobylon
et Gl Jyineid (5,55 (812 Sl (S a3l Jpine oaile,b Sy (51t Sl S 4381 i) ogdle 0,5,
S oazma |y el laile 3 4y (6,85 Codgi e Ol 4y by o Plovs sl (oo o b3l ol jo Jlas GBS
Jgd JB Olals 5S1a craad 8590 50 ool g SoalST Lol IS a8 ols Las Yo Y Jlo jo sladdlae ¢ Jlo olgicas
ol g die) s diile 60,8 Sl Julse aS adlosls flid 55 L8 Sladss MMas slad 38le5 el 8

.A.....ul.: )LAf)J‘ «JB.‘LLA GALLJJ aJ}Lo)é» usl..aﬁ » M‘ys‘o ‘\MMQSLQ LSALLD A.a.'l..» 9 ra)) 4.:).79 s\AYoJS);W“ 5

s 13 5l cou g aams S 1) el ouile 3 puenal Gl se 45 W18 3939 (sodxie > 5 Jalse 45 puitae (yo
baog (pl S co olpig 5 olwls |y Sel Glaal a5 ol ool ladngs 5l oolaiul g >,k (ol sl
Oley yo aslioze oy j0 g 0uas o JS b 8,5 Glawse o)lye |y loaile b iadge 8T 4T aimos o adl)l Sledbl
Slose—ai Ol g a5 oo (I3l Jos slp plasile p p )Lt ailyg; sloaog b e W2 o0 o5 (23ls

Ailo oo (Bb clis o)l plosl sl s0g90me yloj 1 0 oo YU |y 0000l

S S ool Sl glaailelon 2 dregdy aiilys Glasile 2 L (LS ST cnl (egiman (b9 pladl pos Jale
WS anli ]y Gas caale g el 03,5 gunaib JglE Bus lycarl) 5,8 SL(AIDSS) oo an g p i
G 3l ool 5y (sl Sga5ma (3 O lee 5 RIS Sl e g D900 g0 wlallan SlS (5 e
o3lasla Ladly oailo, LT aS ol l (soulS Jlys ol asls s92g laile 2 Oloremas & Sl oMbl 6l e gimas
5 ol plel oot oS! sloawgs au IS5] gz ge Sledbl 51 Jgine oalitwl ;o b cul €otailys 5 allae LS

2 Lo Lk el (8 slacasgase
Sloarog ;8 35290 Sledbl | el ;0B sollai ouile d S LT aS (pl a4 ols Sy i cnl 4 Gy &5 padiins (e
S gl 3 b S eslaal Jsheo &gy (AIDSS) (egine S p(cie 6 S ol (Sl slaaslils
b onsl ogline bl gl (Sl pLalit S 5 (llos g (A5 & i Sl (S plaibe B sl Lo 50
A WS (oo e G 1S (oo i |y el plaaile B (8 Al gl (THL) ailiwgs 2o Jlollir Boi> Jloi!
Mg dllas oSy Jlaiml b5 g e 5 5] gz 5 9SS b g (38 GRS 4z i b (58 25

Gl o T plegl 5 ot aialys Sase Bom 5 fadzn laailel Yeto! gollis ogian (ign slacd, iy & x5 L

179 Prosecutor v Galic (Trial Chamber) it-98-29 (5 December 2003), [58].

180 Frits Kalshoven, ‘Implementing Limitations on the Use of Force: The Doctrine of Proportionality and Necessity’ , (1992)
86 Proceedings of the Annual Meeting (American Society of International Law) 39, 44.

181 Daniel Statman et al, ‘Unreliable Protection: An Experimental Study of Experts’ In Bello Proportionality Decisions’
(2020) 31 European Journal of International Law 429.

182 Final Report (n 174), 50.

183 ibid.

184 For further discussion, see Jonathan Kwik, ‘Lawfully Using Autonomous Weapon Technologies: A Theoretical and
Operational Perspective’  (PhD Thesis, University of Amsterdam [2024]), ch 5.



*
o
Fryeean vv

sl g 5 IS8 ol Lawss 45 ablish sl 4 35, Logs5lid (o ol (e 45 sl o xS 0y
ax U g0, gl ax aie) ol )0 «Jshne ol 0ile, o laslivsl a5 0gd sy p Gl 0¥ (ol pls "W ko 5 o]
G998 s (65 el Slidy railelw sloaog 4 (6580 Slags S pre—al 0 Wil e plaaile,d a

LS 4S5 (AI-DSS) e giae

alos 55 blas! ol £.¥

Wl oo adpdy Madlips ($ye 00els SO lgreds g oo (pgas V Sl SS9, OV oole ;o a0 bl Jol
ol e Blaal g el e 5l cble> gl bloo! Glaladl als ol Slles glz jo a8 wiS o Clas] J—ol )]
s Sy, aivgs a5 Cl 0,5 b o e slaciJled g j9ile (oS 1 aisS o Jold « ol Slles? FMasl 5gul Sl
Sl ) Coiae Eol o Loles dad 50 dals (6,050 byl a5 S o ST pioman (MO oole Msg i o plal
Mo lai Gloy Cudguome g g 009 yatuns G i (l 1yl Joe 4y leallii o2 5l cladln

P 3,50 4 dg0me 9 'V il € ayillanl 5 00 S (S g SO pelae Culie dddig a5 Cel ool Yol
IVAS o ol Bgi> dgni G 095353554 aole (| Wadiae o Kidghy (B ecnlpln MV cens OV oole jo 00,83
o Jols a5 558 o Jlos! € allsi Sldoe» a5 ag5 ol DY oole Jol BILF1L o Wl Soo i 8 T 0,5 aisls 4
aals a8 a5 )ls o)Ll «alos» 4y gams ol ST,k a5 J> 0 "aog b e plal o s ci b as c il b b oS >
P18 elaadld Joli 1y wls (g 500 i sblas aiels € et e Codlio? aS o) oo Hhai a4 0o (g Sogame
Lol el oaizd iy a5 (THL) ailiesgo iy Moty 3o Lo € patince ol o 2ol 095 oo jud paiiee o>
ool ysbes aaly 5,0 ol s 5 bl b o e uline cal & 2 ool o wm o g 055 Yoo el slaal, i
S397mse S 655 53 3 ST 3 5 sl ol olli ol a5 llliid s 055 slallad S 4 o
ACRVEL P N

B9 7yl 3.5 (AI-DSS) coiman (050 p silim (655 pao—al Slaiiy sbraileluw gl Wiy oo i i SO
313l 6l ol sllas Jlail il ous [b590] Cmgraniw sloo e b Goes EF—an (050 p S (6 pSian aillu

)‘).Slﬁ)) aS wlools uL.Mo.J u.«._‘w duwﬁf 09.4» L{bu] a gsi’)“g MT 4 e du‘y‘so u.:‘ 9 Sl Ju..m...) wyu..i)

185 Bathaee (n 107), 929.

136 ibid.

187 Henckaerts and Doswald-Beck (n 112), rule 15.

188 jcrc Commentary (n 123), para 2191.

189 Asaf Lubin, ‘The Duty of Constant Care and Data Protection in War’  in Laura A Dickinson and Edward Berg (eds), Big
Data and Armed Conflict: Legal Issues Above and Below the Armed Conflict Threshold (Oxford University Press 2023).

190 ibid, 236.

191 Eric Talbot Jensen, ‘Cyber Attacks: Proportionality and Precautions in Attack” (2013) 89 International Law Studies 198,
202.

192 ibid; Jean-Frangois Quéguiner, ‘Precautions under the Law Governing the Conduct of Hostilities’ (2006) 88
International Review of the Red Cross 793.

193 Quéguiner (n 189).

194 jcrc Commentary (n 123), para 2191.

195 Michael N Schmitt (ed), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations (Cambridge
University Press 2017), 477.



W

FrpeeM v A

003.3 wyd...a_..u u‘b).o 6‘)4 ZD(‘\ laa..}uo@LmL._m C)JSOJ;J.Q.CWWBJM ol)sl Lsul_..uL»_..u)b °)-€r‘>u4*-”‘--‘
Cwgy s 3l yo Lngo)@‘.?LgL"u\.o& ;930 1 5 el adly uwalfz\“\‘ Aoy gy b )by Gl as b ol

V0509 odss ybige]

31 293 (639,545 (AL-DSS) (egias (192 p e (6 S roo—al Sl laailbolw o5 Cal (59,5 «onlnle
aS sl gleosls elulp wigs oo oolaiul dilods slo s 15 )0 j0 g aiiS o 8L, (FRT) 0 g aseis slaasbele
polae 9 9,0 0929 (oolldd (ghan (go drugi 8)90 50 (S Cdlid il Jlo )0 aiis (Aly Bus Susex sunled
o557 a5 S Gloml sl (Sae € patne Sl aiog"™s s S92 v 4z Bl 581 50 (9015 (6 S s S
(B Gl oy ol g died Sg,40 5 380 cab bl iy 5l Blawl g ey slrosls Wigd pelas b oS S

29 planil gollss Slilas Jobo )0 ot jsbay 5 (o>

=590 lrosls b aisS oM el eaiian yhsp Eoimsan wgi a5 WS Ol cowl (Sae agms Gl ool edle
ol et Comaz g sy Pl 4 Sty JBné Glazs S 5 6 nTse 45 SlisTa WS 6 slaer welr 5 eales
(@) (VDY oole o a5 jghailen (Slaal J...)L Sly e plillogls cdaslrs (l> ol cws 3l g ol > ‘%_kﬂ lp e
o (5l ol s 5l liadsl gl aools i peie &las ae il Sl Ko el o] Sl USG5 (V)

Qg ools 350l saisled (slosls b ladilelu oyl a5 sl (55,0 6 3800 sladibole o o ,Slas

R W55z ahby nl S (i 5 )5 S3lity; 5l 59 et Sudlie by polalill cosle (Jloal L
2o Jloel ailrbae slags 12550 5 (AI-DSS) (egivan (h98 psiive 68 peomal Slady sloailbeles jloslazul
Sl ol a5 o 4385 gl bjgel sloosls b yuisle 5,50L slapis ;5! Local Call 5 AVY+ dle 4o)155 5o
aS o3¢ 5l SLSLe s> g militants i o5 et B0 slacl (uods oz 5l 0gs wlas g ol e (LSS 6L )0
Sl a1y lellaiye B cw ol jabay juigY aS ol cely ol il ules subaisliod sae S L ali ob

W iils sadaslid Jelge b aslie 5,8, b ol )| slagSl 55 i (6,la5ceadle wlos Jalse

Ooysel gl (B eols aS 5gr ol wilels l E il 0 IDF sla il 5 (o aS o (5,155 VoV Jlw jo oonl odle
b laps ;531 0o co s 15 cl 008 )1, 9090 ol M ilo 0929 s o a5 assl (g9, p o, 65
onl dely aileas solaiwl ijgel (sl dawful) g9, s Glaal 5l Sladiges LS g wlaBls dawg soisles slasols
5 oddcdadlone ol Bl o S jo 4 Wlgh el dlolis 1§ el G ol sloan g § Sooleis sballas sl «5 S digal

Sga Y aS el ouls (5155 s (aseie glhs 4l SO Gyl Bolar sl Jae pled ol o )Ll a5 jshailes

STV sgan idgs oo (g,la5 e colla Blaal lgie 4y aST (60,8 YV e s sleplply o)ls Uas 4 Sl YA

196 Buolamwini and Gebru (n 89).

197 ibid.

198 Abraham (n 12).

199 Gaza Conflict Task Force, ‘Gaza Conflict 2021 Assessment: Observations and Lessons’  (October 2021)
<https://jinsa.org/wp-content/uploads/2021/10/Gaza-Assessment.v8-1.pdf> accessed 1 February 2024, 31.

200 Selbst (n 92), 134-135.



s
Frpeenm ¥4
TTols oS 1) ol asels g ols i |) € ulas Jole SO iy a5 IDF (6,5 30 Jsb j0 T ailongs callsi 8 8l 5o
osls degozme a5 00,5 aMel IDF .l ouds Blaal Sicewz 1 (gl oaboolawl gboosls o)l o ol S50 cels oyl
3904 § (i 19z 1) ool (652550 Jsb po (Batmsanngs 3 T Taisd po (il 5 Sl )ie,4 plite 5k,
b ) oS 0 ,Slee b aisS o

S95 0,1,0 (ALDSS) (egivas (o908 p s (6 S el Slatty laaibiln S95 (1) 5 &Sl o (Jlcnl b
Wlgs o (ol g Sgud oo duis  sollss ylasile 3 (gl ilelis (5,05 ol o5T caoslizw] (slocaus 1 g g ;oS! 5590l
ol 8 53 T Galsl (6525 sl 5 ol o8l oo )13 Bt (sl o980 daags o S5 50 LT lls
P98 e S pee—al Slatdy slaalelw ;0 YL sl 4 Bl 392 5l (ellai e Cnen 6l SIS Sl L
Sl el a8 =0t o Gl 0,4 5 (D390l (b 1y o )5l (l oS S aimsas g i 5 (ALDSS) egias

(RHE W 6b6ﬁf)o Jsb o bberuws s 580 &L“)jﬂ)éfﬁcscﬁm oved (6,38 13U o S JBlas Coenl o oyl
‘_SLQMLALHJ)"OQLE..;_M“S‘){QTOﬁ)ijldw“s)jjbsjm&?é‘)&wj slrasly JolS S0 gl auS oo s,

D5l oy 85 & (AI-DSS) esian Gish p e (6 S el Sl

b aims el | oS Sloladl plas 505 18 s 5 315yl 2 45 0o bzl 1 Blodl IS5, (1) (i) (1)AY oolo
Joe gl o ey b 50gY el s 3,55 1 0325 Calor 51 g sl _sallis Gua Sy CBam 45 wigds yiakas

D5 )l Gl sl s ,5ld Lawg bddosi adgi YL Co o 45 4z g5 b (e 2ol b 1) a5 all ol ]

ol po Wil oo (AIDSS) esiuns bed yciins (&S oot ooty gloailoles 45 Cnsl o0 4 oyl 1 opdle
aS oyl Jlessl s jo T TaaS ho ales gl Sloel auly (T g 00,5 ailsy Ll 5l Sau, g el eols
oilie oMbl comin ;5 g oS slazel lasgs sl 5l i Slhaslrs ol s sollss Hlasile b 5 Sl o) Sl
Al) (egian Gigh pciine (65 promss Sy sloalelos (1)l5 45 08 o 05T (oo oI (e 4 08 2lisS
ol Glipabol b S wiS ) 6 S ol w8 5 05 B0 oty )5S slotogi (o) sl SIS oloj s (DSS
@ &b oloj Oliae 4z 45 S g, G0 (Jlognl b g oo Slidlne paditnne alox plp )3 (oolldid SBlaal a7 095
Cole, B ogad ools plais! (AI-DSS) cgian [i90 p ciows (§ S prona Sl sloasbiln sloang cds ) p

s Cyma bl Lol

)35 il ales o blas! ol cule, pr Wlgs oo Blaal 1 sl 4l plazs] loj joiz a5 cosl ol Koo S,

3970 y9dao 3l B asl Ve dg00 Bun 0 glp aS ol sgs Sledlol 8l SO (Y VY uST o Ko adsl Jolhe o

Sgdote L@(.» Lsﬁlf Lﬁ@»)).: aS Mésn UL“"" Lﬁuu)bf T;..\...u‘sn lﬂl?u‘ S0 oo A.v‘)a) 9 v'a..\.;é‘ésn uoL.M‘ «u‘)L...o.v

201 Abraham (n 12).
202 ibid.

203 idf Website (n 14).
204 Abraham (n 23).
205 ibid.

206 Abraham (n 12).



*
w
Frecene) v .

6);).) )‘ J.J J‘Jbl ‘;9.09 R Ls‘)" d..ﬁl.uuol..w‘ uLQ) Ode 0)5.0 )o @LCBUQ‘ IDF w‘ 0.)9.1 .))3 M u.....u L
ol 03,55 a1

Hodloror 39i> dio; 10 s Sl S5 cpl wlBasels &y 4 > i oo 1] Jos 10 00bichiiogs oy p ais] b S
5o Sledlbol L dos Codginn 50555 g0 il 0us ploxil 0 3 Conis 1 Ludow L aSL 09 (THL) ailigo pio

3,08 Sezg Blaal anl sl B Gley Bro pac e paw TVl Lastiel Glasl il al e

o5 wloos sola ol Blaal oyl adgs gl a5 sleesls 5 mbie b sl oyl 05 alomil aogs ,o C85 5 Covo 5 B
Sg aseine B ogd plowl Bei> Judo G Wb wcolys jo oS 6)51@-? 6,590 bas e Sledlbl s & e 4o b asil

e Log b axs 3 las s (lawful) g9, —dw Bae lgie au adgs oo 9 0,10 DPH o g Jle sl ki g0 0,8 Ll

).)‘;..u..c 6;5&-%—*44 ‘;L...«.._m.» LsLbd.:Lol_..u ‘J‘) P ‘SaUa) ULKDAJLQJ.S o g G‘ola.,.}‘ Slaludl LS‘J" d..Jj‘ M.J}i_..wo

LS 45 8,5 Yol lgs oo > 5 ol ael)lS 83l Cuga anl o Wil e (FRT) o5 (anseis (5,5l 5l ooliil
30 &9k opl ST ansS solaiwl (FRT) o, o i sloaslelw 5l wilcibge aisS o 1>l 5 (32,400 5 1) oMo a5
laailelo 3l oolaiwl (opl pls T Yaias plxil 055 SBlaal Cygn .mgb Sy 1y €San Sloladl ploi» b oil licw sws
L7l 500 )lse (F i o aSh 0Bl Sl ol (s (555800 Sl 1S e ;3 (FRT) 007 arsns
oA o A WS e Wi e 9 oS o ol 315 0,3 Cuga s (FRT) o g sans 5 slaaibolw ¢ b0y
30 bl dde sadanslis et ol 3l ololis lp yiin o] 0,5 copl plo trlins 09,8 o guae b ol allas 2

Lomez p 3ble 3 55 (05, Slles

e (B psae 6 xS el Slaitdy slaaille lawgi oulodsi Glaaogs (o) pllie oS ol @Y (iren
A o ol Sl ol 31 s sl |y CBlanl uigY aiile Llaailelas |y was Gy0 SIS oloj (AL-DSS)
oS S 5l s CeS 2 IDF (o551 il 31 035a S wpas |, kot (6 S g Sl ;o Blaal slaas o538l
b pladl pie slo < pladl a8 Cnl )] saiaali 45 aiil 4l 2alS il &)l slacasgims 5 7 aisl 4l
G498 st S e Sty slaaileles G)lS « ul s iz g0 T ol s il 5] S (55
Slaal 555 ()2 45 09 g0 sl (nl 5 TTCORS oz os pos p |y Jood jiiiy conl (Sas (ALDSS) (o5

207 Asaf Lubin, ‘The Reasonable Intelligence Agency’ (2022) 47 Yale Journal of International Law 120.

208 Sasso i (n 126), 335-336.

209 Boothby (n 8), 400.

210 Boothby (n 8).

211 Abraham (n 23).

212 A source explained to the +972 Magazine and Local Call report: ‘When a 3-year-old girl is killed in a home in Gaza, it’

s because someone in the army decided it wasn’ t a big deal for her to be killed - that it was a price worth paying in order to
hit [another] target. We are not Hamas. These are not random rockets. Everything is intentional. We know exactly how much
collateral damage there is in every home’ : ibid.

213 Neil Renic and Elke Schwarz, ‘Inhuman-in-the-loop: ai-Targeting and the Erosion of Moral Restraint’  (Opinio Juris, 19
December 2023) <https://opiniojuris.org/2023/12/19/inhuman-in-the-loop-ai-targeting-and-theerosion-of-moral-restraint/>.



*
o
Frpeea v

5 il atals 13 Ko Laylyd g bools ol poe lid cov ol (Sow Sl o Kdos (bl bt b g 0
35 JolS ebay aiilyt ol ylaaile 3 sp—5 oo el Condg opl oS ol Blaal CLl o 1) 555 slas oS e
B B85 18 e LT aS 0,18 099 G155 ol plo il a sl ailelw a0 SIS sleiiel g oS () |y a0

QS aas 1) oasasl)] Glual cds anl cudgtuw wiiea

o g Blaal SEL ) IS 4 slas 3 wilgy so Lol o )lo &y 5 (6 08 paemal Co jo a o slaws g e po i34

Sleladl 4 ol Wl oo o ;55 Glddogs oy p lp i oy pelasl aisl asly fylulls 8 & ol

(o e Jliad g ladrog (Vb Sy (pgian (h9e (S 4 4z s bohiga was ) bl

=

slaallss 51 oollai laaile b ooliul plEie ool Sas a5 Ll il b ans e 4l Slesie dom Ky alie oyl

A (6,9l S e 5 O] (6,808 (o5 S pueal ;3 (AI-DSS) giian (is0 p ciiis (6 S paonad glociily
023 6 50615 5 S (65 el 45 Wil dxwgi |y glaailelo o 23] 89, co HUatl 5 OIS o CB, b ey
Jedz 1y aools 5l g0l ; po> aisles oo (AI-DSS) egian (598 p e (65 el (Sloiin sloailelw "'Tas
Lol €aizS cai |y ailor Jitae jobas laaileles (pl az 51 700000 &l (5 .5 paoa 5 Slaiiin gl olodngs 5 00,5

A (S g0l ,oNl slaaog 4 llas laaile,d |y 5 S o obnl gl SIS ooyl 5 ool

50 el diinly 090 0 a8 )T IS 4 ol o (6,58 (pl S ae 45 (FRT) o > (adeis sbaaileluw 5l 550 cola il
s Glial ) QI slacuin Jlum! 5 cds pac wiles o (FRT) 0 g ade s sbaaslelw wais J 08 slalaons
oxz padedd glaailbls 5l lg oo > 4z by Gloj 4z AigSa a5 wilos S pateiue joim albiwgd pdo (Mollirn Gl3
sleailelw g (FRT) 0y e is sladilolw o Jolas 0,5 colazwl (5,580 ;o of 3 ol b slwls ¢l (FRT)
a4 b ogd jasde b olo (6 s (g5lwcdlid 4 5L (AT-DSS) (egias [b9a p e (65 paomal (Sliii

3,5 solatl (5 Kban Slles jo ol Bw 15 peoad 3 Slatis lp T 5l olss o

WS o ol (glotus Bea> sla oI, (AL-DSS) egiman (o920 p st (6 yeS paomal Sloiiy sbrailolos 3l ool
B Glasiled Sludl Sgldb » wlgs a2l 5 Sign ) Vb Galeda 5 ey b ooty 55U 005 (slateogs |2
Al-) souas Sigd p shine (6 S peeal Slaily laailolis o ools ylis jaig¥ (69,90 axlllas jo a5 jshilan 0,135
Codgiann g Dglad o)l y0 olo iy 395 ) aS (g solail 0gally Blaal Jjcawz p b gLl 6l y auslgs oo (DSS

WS oo ol Sl

aY de s 5 )0 0 (AL-DSS) egan yigd i cium (65 oo Sl sbraibels 51 G650 oolail 5l el (ol
51 (THL) asliogs iy Hallins oi> b Gollae 5 aiiws 535 (solpinin Blaal sgd aseive b 395 plol 38 ol el
Sty bailols s as ail g3 conl (Sae (THL) ailbissgs iy Mollipn 5gd> Slagas Cole; g jlas ol alS

214 Bkelhof (n 1).
215 4cre, ‘International Humanitarian Law and the Challenges of Contemporary Armed Conflicts”  (Geneva, November 2019)



*
o
A Sossigss IR

Sz p srlase jo Oi Sloolan wl g pls llby 4y vgame (AI-DSS) SEP—an ogR p e 6 S o
Slaal 28 obiyl sl BB by GBX S pre—ai B og—8 wiS (ollss (5 S pro—al ail,8 00,5 dgame el e

S slp oS @Uly paliwe (nl g conl (o5 ane) (nl o Codlid a5 was e (L juigY @ bgyye sla 5,155
535 o il iz 5 (ALDSS) eginae Lbed s siine 6 S aand sy glasilolo 51 ot | oolitnl _Sis%x
bi g Slision (gl walsd a4y (s 0)by0 a2z (2GS (egias by Sl eslitulo))s lacdgs cdlid pae
Sbml mle lags ysbd cnl 5l oslaiul g aswgs ( >k ollas 5 5 WS o Sboml (Mallim (5168 A% 2l 5o Codgis
65 o Sy sloailsls &l o g bl wdliiul 0,0 45 04 o diuilss lacdgs 3l il pliy S o

il Bl ailxlus (sbas 5,0 )3 (ALIDSS) egian Gisn p i




